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Abstract

The emergence of simple Internet of Things (IoT) devices has habituated the abil-
ity to efficiently collect data and communicate information between devices with
ease. Similarly, Software Defined Radio (SDR) has compacted radio communica-
tion into a USB dongle capable of receiving radio signals from most radio trans-
mitters. In this approach, the ease of loT device communication and versatility of
SDR data collection and transmission techniques is combined to monitor building
thermal decay. The system developed to collect thermal decay data is adapted
from the Long Range Wide Area Network (LoRaWAN) loT architecture and is de-
signed to facilitate variable size collection environments and real-time data visu-
alization. This paper will outline the implementation and capabilities of the collec-
tion system and highlight alternate applications and hardware implementations
of the underlying framework.



Acknowledgements

| acknowledge the support from the US Army Program633734T1500, Military En-
gineering Technology Demonstration. | thank Dr. Tom Douglas, Dragos Vas, Heike
Merkel, Matt Perry, Arsh Chauhan, Dayne Broderson, Bjorn Oberg, Angela Urban,
Dr. Alexander Zhivov, and Dr. Jeremy Kasper for their assistance with the paper
approval process and willingness to aid in development and deployment efforts
during testing. | also thank Dr. Jon Genetti, Dr. Orion Lawlor, and Dr. Jonathan
Metzgar for being on my committee and providing guidance throughout the de-
velopment of this project and paper.



Contents

Abstract
Acknowledgements
List of Figures

List of Tables

List of Abbreviations

1 INTRODUCTION
11 LoRaWAN Architecture . . . .
12 Software Defined Radio (SDR)

13 Message Queuing Telemetry Transport (MQTT) . . .. ... ... .. ..

2 RELATED WORK

3 METHODS
31 Stagel EndNodes ... ...
32 Stage 2. Concentrators . . . .

321 Concentrator Architecture . . . ... .. ... ...

3.3 Stage 3: Centralizer . . . . ..

331 Centralizer Architecture. . . .. ... ... ... .. ... ...
332 Centralizer Data Visualization and Storage . . . .. ... .. ..

34 Deployment...........
35 lInstallation. ... ........

4 RESULTS
41 Buildingl.............
42 Building2 . ........ ...
43 Buildng3 . ..... ... ...

5 ANALYSIS

6 CONCLUSIONS AND FUTURE WORK

A Acurite Sensor Details

Al Acurite 5nl Weather Station Details . . .. .. .. ... ... ... ...

A2 Acurite Tower Sensor Details

B Additional Sensors
Bl Types of Supported Sensors

Bibliography

20
22

23
23
24

25
25

26



List of Figures

11 LoRaWAN architecture used to funnel data from individual sensors
toacentraldevice [5l. . ... .. ...

12 The MQTT data pipeline for sending data from a client to a broker
for subscriberstouse. . .. ...

31 The data pipeline and system architecture of the three stages. The
red section corresponds to the end nodes, the blue section corre-
sponds to the concentrators, and the green section corresponds to
the centralizer. The data pipeline from the end nodes to the cen-
tralizer is shown using dashed arrows. . . . .. ... ... ... ...

32 Endnodes used for obtaining thermal decay testdata. . . . . . . . ..

3.3 Afully assembled concentrator Raspberry Pi4. . . ... ... ... ...

34 The two types of SDR dongles used on the concentrators. . . . . . .

35 Meshnetwork hardware. . . . ... ... ... ..

3.6 Concentrator architecture and data pipeline.. . . . ... ... .. ..

37 Anexample of the JSON end node data received from the collector
service afteritisdecoded. . . .. ... ... oL

3.8 Centralizer architecture and data pipeline . ... ... ... ... .. ..

3.9 The web based Graphical User Interface (GUI) for viewing real-time
end node and concentrator statuses. End nodes toggle between a
green online state and red offline state based on the amount of time
that has passed since a new reading has been received. The con-
centrator statuses are dynamically colored based on the number
of online end nodes. More online end nodes makes the concentra-
tor health color appear greener and more offline nodes makes the
concentrator health colorappearredder. . .. ... ... ... .. ... .

3.10 A Grafana dashboard displaying end node temperature data on a
time-seriesgraph. . . .. ... ...

311 The Telegraf, InfluxDB, and Grafana stack for storing data from MQTT
and producing real-time visualization via browser. . . . .. ... .. ..

3.12 The architecture diagram of the combined concentrator/centralizer
Raspberry Pi. Data is received like usual through the collector ser-
vice but is published to the end node UUID topic after it is received
by the concentrator service instead of /rtl_433/reduced; the /heart-
beat topic remains unchanged. Fromthe end node UUID and heart-
beat topics, the TIG stack and health check GUI subscribers receive
the data and handle it as they would on the centralizer. . . .. .. ..

3.13 The initial menu of the install script used to setup a Raspberry Pito
be a concentrator, centralizer, or both. The "install only" and "setup
only" options download the dependencies or prompt the user for
configuration information depending on the installation type. . . . . .

314 Example full installation prompt for a collector. . . .. ... ... .. ..



3.15

41
4.2

Example full installation prompt for a centralizer. . . . ... . ... ... 15

A customized graph showing the thermal decay of the boiler room . 19
Another customized graph showing the outside temperature over



List of Tables

41 Building 1 architectural and system deployment details

4.2 Building 2 architectural and system deployment details. . . . . . . ..
4.3 Building 3 architectural and system deployment details. . . . . . . ..

Vi



Vil

List of Abbreviations

loT

SDR
MQTT
LoRa
LoRaWAN
LPWAN
NB-loT
SMA
RTC
UuID
InfluxDB
TIG
NTPD
DOM
TCP

SSL

AES

Internet of Things

Software Defined Radio
Message Queuing Telemetry Transport
Long Range

Long Range Wide Area Network
Low Power Wide Area Network
NarrowBand Internet of Things
SubMiniature version A

Real Time Clock

Universally Unique Identifier
Influx DataBase

Telegraf InfluxDB Grafana
Network Time Protocol Daemon
Document Object Model
Transmission Control Protocol
Secure Sockets Layer
Advanced Encryption Standard



Chapter1

INTRODUCTION

With the projected increase in IoT devices to reach billions worldwide in the com-
ing years, it is important to look at solutions that are scalable, easy to deploy, and
affordable in order to enable wireless data collection efforts in numerous fields
like microbiology, fisheries, and smart city development [12]. The collection sys-
tem in this paper seeks to satisfy those requirements in addition to being modular
enough to support a variety of sensors that perform an array of different functions.
However, even though the system is capable of supporting different sensors, this
paper will focus on a specific use case regarding the collection of temperature
and humidity data from a building cooling down after the heat is turned off i.e. the
thermal decay of the building [1] [3]. This simple and specific use case will illus-
trate the data collection capabilities of the system and provide a foundation for
pairing system capabilities with real world applications. Later, the system's appli-
cation with different sensors and data transmission techniques to enable outdoor
usage via Long Range (LoRa) Low Power Wide Area Networks (LPWANS) is dis-
cussed.

1.1 LoRaWAN Architecture

The system’s architecture is adapted from the LoRaWAN architecture which is
split into four primary sections: end nodes, concentrators, network server, and
application server. The end nodes are individual sensors that perform actual mea-
surements like GPS or temperature and transmit data via chirps on 433MHz. End
nodes make up the granular portion of most applications, so there are usually
several clusters of end nodes applied to an environment at a time. In each of
these clusters, a concentrator is positioned to receive chirps from the end nodes
before sending the data to a central network server via cellular or ethernet con-
nection [7]. Data is then stored in a central database accessible by a network to
allow applications and other servers easy access for visualization and analytic.

1.2 Software Defined Radio (SDR)

SDR technology is a central component that bridges the communication gap be-
tween end node data and concentrators receiving data. An SDR USB dongle re-
sides on each concentrator and is responsible for intercepting end node chirps
and forwarding the data to rt{_433, a decoder library by Benjamin Larson [8] for
devices that chirp on 433MHz. This library performs all sensor data decoding and
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FIGURE 1.1: LoRaWAN architecture used to funnel data from individ-
ual sensors to a central device [5].

is the reason why the system as a whole can accept data from a number of dif-
ferent sensors.

1.3 Message Queuing Telemetry Transport (MQTT)

MQTT is a publish subscribe message passing framework used to handle data
transfers between devices in the architecture. The publish subscribe design pat-
tern used by MQTT is centered on the interaction between publishers and a bro-
ker. The concentrators primarily play the publisher role in the system because af-
ter decoding data from an end node they publish data to a network server, which
acts as the primary broker. In order for a publisher to publish data on the broker,
it must choose a topic that the broker is hosting to send data to. For example, if
a concentrator wanted to publish data from an end node responsible for GPS co-
ordinates to the broker, it may publish the data to the /GPS/end_node_id topic.
Topics are a method for organizing data flow to the broker so that subscribers,
applications that use the data received by the broker, can retrieve new data when
it arrives in an organized fashion. In terms of the system, the applications and vi-
sualization components of the architecture are subscribers that can subscribe to
specific topics like /GPS/# to receive all GPS data (# is an MQTT wildcard charac-
ter). Notably, MQTT does not provide any data storage, it only provides a medium
by which data can be asynchronously sent and received.
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FIGURE 1.2: The MQTT data pipeline for sending data from a client
to a broker for subscribers to use.



Chapter 2

RELATED WORK

Researchers have been working on finding various compact solutions for facili-
tating the increased need for loT devices that handle complex problems in what
some call the fourth industrial revolution [12]. As with all large platforms, a stable
infrastructure is required to enable devices to communicate with each other se-
curely. In smart cities and companies that utilize industrial loT devices, software
defined solutions such as software defined radio and software defined networking
offer programmatic flexibility that automates and replaces many functions previ-
ously handled by hardware [4].

loT distributed systems combined with LoRa have proven to enhance traditional
measurement systems performing similar functionality, particularly in aspects like
range and wireless monitoring [9]. Some applications of such systems are renew-
able energy monitoring [2], public safety communication, and resource monitor-
ing [11]. LoRa is one of many LPWAN technologies that researchers use to enable
loT development because of its ability to provide a range of different communi-
cation methods to satisfy high bandwidth or long range constraints. Most of the
time, sensory loT devices are applied to areas where distance is more of a con-
cern than data rates [6], which is what LPWAN technologies like LoRa and NB-
loT focus on providing [10]. However, the effectiveness of an LPWAN technology
hinges greatly on the environment in which it is deployed in. Studies have shown
that although cities are moving towards smarter loT sensors, LPWAN technolo-
gies behave less effectively in dense urban areas due to signal obstruction from
buildings and other man made structures [13].
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METHODS

The system predominantly follows the LoRaWAN architecture by implementing
the end node and concentrator sections, however it differs by combining the net-
work server and application server sections together. This decision was made in
order to compact the system and reduce the amount of communication chan-
nels required to perform data analytic and visualization. Effectively, this reduces
the four stage LoRaWAN architecture to a three stage architecture consisting of
end nodes, concentrators, and the new combined stage called the centralizer.
The following sections describe the functionality of each of these three stages
before giving an in depth look at the individual components that make up each
stage and how they pertain to thermal decay data collection.

3.1 Stage 1. End Nodes

An assortment of temperature, humidity, and consumer grade weather stations
were used to make up the end node stage. These individual sensors are the
foundation of the thermal decay data collection and due to their simple nature
of chirping data on a set time interval, deploying them for a test is very plug and
play. The Acurite Tower Sensor and Acurite 5nl Weather Station were the two pri-
mary sensors used for tests. The tower sensors only measured temperature and
humidity while the 5n1 Weather Station measured temperature, humidity, precip-
itation, wind speed, and a few other measurements. Each sensor chirped on an
approximate fifteen second interval and were configured to use a combination of
a unique IDs and channels to disambiguate measurements between sensors.

3.2 Stage 2: Concentrators

Concentrators are centrally located devices that are positioned in clusters of end
nodes. Usually a concentrator is responsible for 20-30 end hodes and is capable
of receiving data from sensors in a 100-200 foot radius depending on location,
material interference, and hardware components on the concentrator itself.

A concentrator is built from a Raspberry Pi 4 with 4GB of RAM and utilizes a SDR
and Real Time Clock (RTC) to receive data and accurately produce timestamps.
The SDR unititselfis simply a USB dongle with a SMA female connector for screw-
ing on various types of monopole or dipole antennas.
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FIGURE 3.1: The data pipeline and system architecture of the three
stages. The red section corresponds to the end nodes, the blue
section corresponds to the concentrators, and the green section
corresponds to the centralizer. The data pipeline from the end
nodes to the centralizer is shown using dashed arrows.

Concentrators are network connected with static IPs via a mesh network that is
designed to be extendable and span across an entire test area. Due to the sheer
volume of sensor readings an individual concentrator may receive, the mesh net-
work is used solely to establish a reliable communication channel between a con-
centrator and the centralizer. Alternative options such as sending data over radio
from the concentrator's SDR would consolidate the amount of deployment hard-
ware needed to use the system, but a network makes communication between
devices much simpler and interfaces better with libraries like Mosquitto which
has a web API for performing MQTT operations. A network also allows for easy
expansion in the event a single router is ot enough to cover an entire test zone, in
which case a mesh network is used. For our purposes, the primary router used to
establish the network is a Linksys E2500 router which if applicable, is extended






































































