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ABSTRACT

In this thesis, we present the design and implementation of a wireless sensor 

network platform and testing environment, for energy efficient, centralized Wireless 

Sensor Network (WSN) architecture. The entire design process for an energy efficient 

sensor network requires several design considerations, from component selection for the 

design of sensor nodes, to the design of a power efficient application specific 

communication protocol. This thesis provides an insight into all these design 

considerations. We also discuss tools and techniques for the analysis and assessment of 

the performance and energy efficiency of a chosen sensor node design. We present a 

comprehensive design and analysis of sensor node architecture, including a survey of 

sensor node platforms and energy management techniques. Hardware choices, as well as 

software solutions, will be discussed. Software components that act as device drivers are 

briefly explained in this work. We also define and present a sensor node emulator, used 

to emulate a number of sensors, which can be used in other projects.
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1 Introduction

Advances in computer networks and sensor technology have enabled distributed 

sensor networks to evolve from small groups of large sensors to large groups of small 

sensors, from fixed sensor nodes to mobile nodes, from wired communications to 

wireless communications, from static network topology to dynamically changing 

topology. Advances in wireless communications and digital electronics have made 

possible the development of low-cost, low-power multifunctional sensor nodes that are 

small in size and that can communicate undeterred over short distances. These tiny sensor 

nodes, which consist of sensing, data processing, and communicating components, make 

possible the idea of sensor networks based on the collaborative effort of a large number 

of tiny sensor nodes. Sensor networks represent a significant improvement over 

traditional stand-alone sensors.

The different operating environment, traffic type, energy source, delay 

throughput, size, robustness requirements, and the potential for a very large number of 

nodes make sensor networks different from existing data networks.

The aim of sensor networks is to monitor an environment for the presence of 

physical phenomena [1] - [4]. Wireless sensor networks being used lately consist of a 

large number of small, battery-operated sensor nodes. These types of wireless sensor 

networks require energy efficient protocol architectures that would extend the lifetime of 

the sensor network. Protocols must also be able to handle network dynamics, including 

node mobility [5], changes in the sensors’ data rates, and movement of phenomena of 

interest through the network.

One unique feature of sensor networks is their cooperative effort. Collecting data 

from a large number of sensor nodes gives us a comprehensive picture of the 

environment. Intelligent sensor nodes are fitted with an onboard processor and therefore 

instead of sending the raw data to the nodes responsible for the fusion of data (central 

node), sensor nodes use their processing abilities to locally carry out simple computations 

and transmit only the required and partially processed data. These features ensure a wide
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range of applications for sensor networks. Some of the application areas are medical 

monitoring [6] - [7], environmental monitoring [4], [8], military [9], animal tracking [1] -

[2], and security. Sensor networks will provide the end user with useful data that gives a 

better understanding of the environment.

Since sensor nodes carry limited, generally hard to replace power sources, one of 

the most important constraints on sensor nodes is the low power consumption 

requirement. Therefore, while traditional data networks aim to achieve high quality of 

service, sensor network protocols must focus primarily on power conservation [1], [10].

Many protocols and algorithms that have been proposed for traditional wireless 

adhoc networks are not well suited for the unique features and application specific 

requirements of wireless sensor networks. There has been much research on application 

specific protocol architectures for wireless micro-sensor networks [1], [11]. This research 

has focused on how to obtain highly energy efficient protocols for data transfer in large- 

scale sensor networks. Several low-power and non low-power wireless communication 

standards have emerged, such as the IEEE 802.11 wireless LAN (WLAN) standard, 

ZigBee [12] based on IEEE 802.15.4 [13], and the Bluetooth standard [14] based on 

IEEE 802.15.1. If sensor networks can be built using these standards, these networks can 

interact with other types of networks and benefit from the reduced cost of radios. While 

there is an increased flexibility in using standardized approaches compared with 

application-specific approaches, the tradeoff is generally a loss in energy efficiency.

Communication protocols must be designed to adapt to current conditions instead 

of being designed for worst-case scenarios and importance of features differ from 

application to application. For example, an application that supports wireless data 

communication might prefer longer data latency in exchange for longer battery lifetime. 

In wireless sensor networks used for habitat monitoring, accurate data and battery 

lifetime are more important than the rate at which the data is acquired. These unique 

considerations for different applications, coupled with the tight resource constraints of 

wireless systems, suggest the need for application-specific protocols [11],
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1.1 Overall Proj ect Approach

In this thesis, we present the design and implementation of a wireless sensor 

network (WSN) platform and testing environment, which focuses on energy efficient, 

application specific centralized WSN architecture. The entire design process includes 

component selections for design of sensor nodes to the design of power efficient 

application specific communication protocols. We present a comprehensive design and 

analysis of sensor node architecture, including a survey of sensor node platforms and our 

hardware choices for energy efficiency. Device drivers developed for this project are 

briefly explained in this work. We discuss tools and techniques for the analysis and 

assessment of the performance and energy efficiency of a chosen sensor node design. We 

also define and present a sensor node emulator, used to emulate additional sensors in the 

network. Figure 1.1 shows the generalized centralized wireless sensor network 

architecture of our system.

We have developed a custom communication protocol in the context of sensors 

sending data to a central data collector (Hub) in an animal-tracking environment, which 

can be easily adapted for other sensor communication scenarios. We have also built 

sensor nodes, the Hub, and a sensor emulator to validate the entire design. The rest of this 

thesis is organized as follows.

Chapter 2 discusses related work for sensor node platforms depicting platforms, 

components, operating systems and their contributions. A solution for WSN applied to 

wildlife physiological monitoring and tracking is also discussed.

Chapter 3 presents the study of different wireless technologies in use and defines 

custom communication protocol architecture for WSN.

Chapter 4 presents the system architecture of the Hub, including design 

challenges and our approach. It also includes a set of device drivers used in the 

implementation of the protocol.



Figure 1.1 -  Centralized Sensor Network Architecture

Chapter 5 describes a generic sensor node prototype and comments about 

hardware components used. A comparative study of commercial off-the-shelf (COTS) 

components such as micro controllers, battery types, and radio devices for system design, 

is presented.

Chapter 6 presents and describes sensor emulator environment, its usage and its 

importance in our project context.

Chapter 7 discusses energy issues, presenting a basic version of an energy model 

for a sensor node.

Chapter 8 talks about conclusions and future work.
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2 Wireless Sensor Networks

2.1 Introduction

A sensor node is a device that gives a quantitative measurement of a physical 

quantity from the environment. Each sensor node obtains a certain view of the 

environment, which is limited in both range and accuracy. A sensor node can only cover 

a limited physical area of the environment, which depends on the quality of the hardware 

used. Combining or aggregating the views of the individual sensor nodes allows users to 

accurately, reliably and comprehensively monitor the environment. To enable remote 

monitoring of an environment, the sensor node must send its view of the environment to a 

distant base station, through which an end-user can access and analyze the information.

Wireless sensor networks are typically made up of a large number of sensor nodes, 

with each sensor node having one to many different types of sensors on it. Each sensor 

node is physically small, which is desirable, but has limited capabilities, i.e. limited 

processing capability and limited memory. The wireless communication capabilities are 

also limited to low bandwidth and low power levels.

Generally the energy consumption for communication is much higher than for 

computation. If possible, it is desirable that sufficient computation and compression is 

performed at individual sensor nodes before transmitting the data to the base station. The 

on-board processor allows processing of raw data, which helps in greatly reducing the 

amount of data to be communicated to the distant base station.

Deploying a large number of sensor nodes in a wireless sensor network brings 

new benefits, which are [11]:

• Increased Range. Single stand-alone sensor nodes can only extract data about 

events in a physical range limited by hardware capabilities. In contrast, sensor 

networks have a large number of sensor nodes physically separated. So while 

sensor nodes located close to each other will have correlated data, nodes that are 

farther apart will be able to gather information about different events, giving an 

increased coverage.
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• Fault-tolerance. Data collected using a wireless sensor network are more

correlated when several sensor nodes are located close to each other, making the 

system more fault tolerant than a single stand-alone sensor node. Even if a small 

number of sensor nodes which are part of a network fail, there is enough 

redundancy in the data received from the remaining sensor nodes that the system 

may still produce acceptable quality information.

• Improved accuracy. Nodes located close to each other gather information about 

the same physical activity. By combining the data from these sensor nodes located 

close to each other in the network increases the accuracy of the sensed data, 

enhancing the common signal and reducing the noise.

• Lower cost. Sensor nodes are much cheaper than single stand-alone sensor 

counterparts due to their reduced size. Even though there are large numbers of 

sensor nodes in the network, they are cheaper than single stand-alone sensor 

systems due to reliability and their accuracy.

Figure 2.1 shows the basic components present on a sensor node prototype.

Light, Temp, etc.

Figure 2.1 - Basic Sensor Node
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2.2 Related Work

Point-to-point wireless systems have been in use for many years. The first 

applications included wireless modems capable of transmitting data using standard RS- 

232 interfaces on both ends. The number of devices that could operate simultaneously in 

an area was severely limited by frequency band allocations. Industry spent a lot of time 

and money on the development of more sophisticated modulation techniques, and also 

emerging standards have addressed many of the problems. Wireless networks are 

becoming feasible through the use of these advanced techniques. Networks of wireless 

sensors have been established that can operate in demanding environments and provide 

clear advantages in cost, size, power, flexibility, and distributed intelligence [15].

In many typical sensor network applications, the physical location of sensor nodes 

plays an important role. Having an idea of their location can increase both the utility and 

the lifetime of a sensor network. If certain parameters like sensor sampling rate and rate 

of data transmission are made a function of the node location, valuable energy resources 

can be saved by restricting the sensor network activity [17]. This section surveys a 

number of research projects, sensor node platforms, components, and operating systems 

used.

Research in wireless sensor technology is geared toward development of a 

hardware and software platform that combines sensing, communication, and computing 

into a complete architecture [16]. Crossbow Technology spearheaded one such open 

source development in collaboration with researchers at University of California 

Berkeley. At Berkeley, the Smart Dust project [17] was aimed at developing sensor 

nodes in the order of few millimeters in size. Their goal was to miniaturize sensor nodes 

so that they have the size in the order of a dust particle. Since this was a long-term 

project, the first step was the development of the Mote's family. The first commercial 

generation wireless sensor node developed was called Rene Mote or WeC mote. 

Subsequent research in sensor fields has led to significant improvements in the 

characteristics of the wireless sensors. They came up with the next generation of wireless 

sensors, called MICA or CCR. The basic MICA hardware available commercially is a
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square inch in size and consumes a fraction of a watt of power. The CCR mote uses laser 

as the communication medium and the WeC Mote uses radio. Since laser communication 

presented problems, the Berkeley project opted to use radio devices. The next generation 

of sensor from Berkeley is the Mica2 Mote, which has a more robust radio. Another 

advantage of Mica2 Mote is that it does not need a co-processor to reprogram the sensor 

node as compared to Mica microcontroller, which needs an extra processor to help 

reprogram its memory. The Mote family uses TinyOS [18], a compact and simple event- 

based operating system.

The radio for MICA consists of a 916 MHz ISM band transceiver, antenna, and 

collection of discrete components to configure the physical layer characteristics, such as 

signal strength and sensitivity. The radio operates at a data speed of 50 kbps and operates 

in an ON/OFF key mode. The radio can operate in either transmit, receive, or power-off 

mode. The absence of buffering in the radio present on the MICA forces each bit to be 

serviced by the processor in real time [16].

The MICA2 Mote is a third generation mote module used for enabling low- 

power, wireless sensor networks. The MICA2 Mote features several new improvements 

over the original MICA Mote. The following features make the MICA2 better suited to 

commercial deployment:

• 868/916 MHz, 433 or 315 MHz multi-channel transceiver with extended range.

• TinyOS (TOS) distributed software operating system vl.O with improved networking 

stack and improved debugging features.

• Support for wireless remote reprogramming.

Mica2 is one of the most commercialized sensor nodes. One advantage of Mica2 

apart from robust radio is the expansion bus that allows the connection of devices called 

sensor boards. Separating the sensor boards from the radio and microcontroller allows the 

Mica2 to be generic and capable of a variety of applications. A unique identifier number 

is generated by a hardware component present on the board. Mica2Dot is a small version 

of Mica2 with all Mica2 capabilities except for the voltage regulator and the expansion
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board. Many sensor boards are available such as magnetometer board, battery adapter, 

sounder ranging board and ultrasound ranging board.

The MICAz [19] (fourth generation mote) is a 2.4 GHz, IEEE 802.15.4 compliant 

device. The MICAz Mote features several new capabilities that enhance the overall 

functionality of wireless sensor network. These features include:

• IEEE 802.15.4/ZigBee compliant RF transceiver.

• 2.4 to 2.4835 GHz, a globally compatible ISM band.

• Direct sequence spread spectrum radio, which is resistant to RF interference and 

provides inherent data security.

• 250 kbps data rate communication.

• Runs TinyOS 1.1.7 and higher, including Crossbow’s reliable mesh networking stack 

software modules.

The MPR2400 version of the mote board (2400 MHz to 2483.5 MHz band) uses 

the Chipcon CC2420 [20], IEEE 802.15.4 compliant, ZigBee ready radio frequency 

transceiver integrated with an Atmegal28L microcontroller providing a 50-meter range. 

The radio has an internal First in First out (FIFO) buffer, allowing the microcontroller to 

sleep while receiving a packet. Telos has an optional external memory and uses an USB 

link to connect to a PC.

The software for the motes is developed on the TinyOS platform. TinyOS is an 

efficient and modular embedded software platform. It is a component-based runtime 

environment designed to provide support for deeply embedded systems that require 

intensive concurrent operations while being constrained by minimal hardware resources. 

TinyOS has been developed on an open source software platform by UC Berkeley with 

active support from a large community of users [16].

Berkeley has also constructed Spec Mode, a general-purpose sensor node that is 

customized to achieve miniature size [18]. The objective of PicoRadio project [21] at 

Berkeley Wireless Research Center was to develop a low-cost low-power sensor node. Its 

focus was on the radio hardware, link and network layer stack.
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Wireless integrated network sensors ( [22] combine sensing, signal

processing, decision capability, and wireless networking capability in a compact, low 

power system. WINS from Rockwell Science Center chose a low power Strong ARM 

(SA-1100) microprocessor for computation and uses an energy management technique. 

The data rates of WINS are 100 kbps over ranges in excess of 100 meters. The types of 

sensors present are seismic, acoustic, magnetometer and accelerometer.

The Jet Propulsion Laboratory (JPL) [23] from California Institute of Technology 

is working on a project called SensorWeb, supported by National Aeronautics and Space 

Administration (NASA). The Sensor Web is a network of wireless sensor nodes (called 

sensor pods), deployed to monitor and explore physically harsh environments, as for 

instance in Antarctica [24], In the Sensor Web, data gathered by one pod are both shared 

and used by other pods. This is in sharp contrast to typical sensor networks; i.e. the 

information in a Sensor Web is not purposefully routed or focused towards the end-user. 

The Sensor Web derives greater functionality from its parallel-type architecture. Data is 

locally analyzed on the fly, from pod to pod. The ultimate goal of a Sensor Web is to 

extract knowledge from the raw data collected and respond, adapt, and react accordingly.

Medusa Mk-2 [25] and iBadge [26] are sensor nodes designed and built by 

UCLA. These sensor nodes use more than one processor. Mk-2 is equipped with a set of 

ultrasound transceivers that are used in high accuracy distance measurements. Mk-2 has 

enough processing and memory to locally perform signal-processing functions. iBadge 

includes a speech processing unit, a Bluetooth chip, a microphone, a localization unit, an 

environment sensing unit with humidity, light, pressure, temperature sensors, and an 

orientation unit composed of accelerometer and magnetic sensors. iBadge was used in a 

smart kindergarten to create a development problem-saving environment for early 

childhood education.

The EYES  [27] project is a three-year European research project on self

organizing and collaborative energy-efficient sensor networks. It addresses the 

convergence of distributed information processing, wireless communications, and mobile 

computing. In the EYES project, they are developing the architecture and the technology
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needed for building self-organizing and collaborative sensor networks using smart sensor 

nodes, which are self-aware, self-reconfigurable and autonomous. The European research 

group, EYES, developed a prototype for a low-end sensor node. The processor used in 

this prototype is the MSP430F149, produced by Texas Instruments. The sensor node is 

also equipped with an auxiliary serial EEPROM memory of 8 megabits used for 

application and data storage. They are also developing an operating system for wireless 

sensor network, called Preemptive EYES Real Time Operating System ( [28].

Generalized Network of Miniature Environmental Sensor ( is a project

from Rice University [29], The Center for Multimedia Communication’s GNOMES 

wireless sensor node is a small, low-power device for developing, deploying and testing 

sensors and communications applications. GNOMES are designed to be battery powered 

with an alternative power source for recharging the batteries. The device is controlled by 

a Texas Instruments MSP430F149 microcontroller. It has an accelerometer expansion for 

structural analysis and GPS for location. The communication module uses Bluetooth or 

900 MHz radio. GNOMES are designed to be battery powered with an alternative power 

source for recharging the batteries (750 mAH NiMH cell) such as solar panels.

The fiAMPS (micro-Adaptive Multi-Domain Power-Aware Sensors) project [30] 

from MIT assumes that the basic sensor technology is available and their focus is on 

signal and power conditioning, communication, and their collaboration. Rather than 

looking at an application specific system, they explore programmable solutions for 

implementing the above functions. The goal is to provide an energy-efficient and scalable 

solution for a range of sensor applications. Their research has focused on innovative 

energy-optimized solutions at all levels of the system hierarchy including: physical layer 

(e.g., transceiver design), data link layer (packetization and encapsulation), medium 

access layer (multi-user communication with emphasis on scalability), network/transport 

layer (routing and aggregation schemes), session/presentation layer (real-time distributed 

OS), and application layer (innovative applications).

The Pushpin [31] project from MIT embeds a 20 MIPS mixed-signal 

microcomputer system into the form factor of a bottle cap. The Pushpin hardware
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platform was designed for a balanced optimization of small physical footprint, functional 

modularity, expandability, generality, and computational power. Pushpin consists of four 

modules that separately handle power, communication, processing, and application 

specific functions. Each module is contained on a printed circuit board (PCB) measuring 

roughly 18mm x 18mm and stacks together with other modules vertically from bottom to 

top. Several communication modules are available for Pushpins, including a capacitive 

coupling module and an infrared module, both of which run at up to 166 kbps. 

Underlying system operation is handled by Bertha - a small, low overhead operating 

system developed especially for the Pushpins.

The Multimodal Networks of In-situ Sensors (MANTIS) sensor node, called 

Nymphs [32] [33] is being developed at University of Colorado. It supports GPS and that 

uses the ATMEGA microcontroller. They are developing their own operating system, 

called MantisOS, which is a multi-threaded operating system for wireless sensor 

networking devices.

The Embedded Sensor Board (ESB) is the sensor node for the Scatterweb project 

[34], It uses the MSP430 processor and the RFM TR1001 radio component. The ESB 

supports different power supplies. The carrier of the ESB is a battery compartment for 3 

AAA batteries or solar accumulators. An additional connector for a solar panel allows for 

recharging of the accumulators or they can be operated only by solar power. Battery 

voltage and solar cell voltage are automatically monitored and can be transmitted via an 

RF interface or via Short Message Service (SMS). This opens new possibilities for power 

aware routing protocols. ESB has many sensors that include microphone, tilt/vibration, 

luminosity, temperature and infrared movement. Besides the transceiver, it also has 

infrared communication capability. ESBs communicate with mobile phones via the serial 

port to connect to a wide-area mobile phone networks. This enables remote configuration 

of ESBs via short messages (SMS) as well as reception of sensor data on arbitrary mobile 

phones worldwide.

PODS [35] is a research project at University of Hawaii that built a WSN to 

investigate why endangered species of plants will grow in one area but not in neighboring
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areas. They deployed camouflaged sensor nodes, called Pods, in Hawaii Volcanoes 

National Park. The Pods consist of a computer, radio transceiver and environmental 

sensors sometimes including a high-resolution digital camera and these sensor nodes 

relay data via wireless link back to the Internet. Bluetooth and IEEE 802.11b standards 

are chosen as channels and data are delivered in IP packets. Two types of sensor data are 

collected, weather data and image data. They have designed two wireless routing 

protocols; Multi path On-demand Routing (MOR) computes multiple optimal routes to 

avoid depleting the energy at any given node. Geometric Routing scales to large 

networks, relying on Geographic Routing when possible and on selected global 

information otherwise.

Millennial Net [36] builds heterogeneous WSNs, dividing the networks into 

sensor nodes (endpoints), routers, and gateways. Its sensor node is called i-Bean, which is 

commercially available. The typical range of the sensor node is 30m and its data rate is 

up to 250 kbps. Ember [37] is another commercial solution. Its sensor node uses the 

ATMEGA 64L processor and Chipcon’s CC1020 radio. It also has a temperature sensor 

and 2-Axis accelerometer. MicroStrain [38] has launched one of the newest sensor 

nodes. It has an 8-bit microcontroller, flash EEPROM for sensor data logging, 16-bit 

ADC and a radio transceiver. But, the major contribution is an energy-harvester scheme. 

Energy can be scavenged from various natural sources: solar, wind, thermoelectric, 

water/wave/tide, vibration, and strain. MicroStrain has developed an energy-harvesting 

scheme, i.e., storing cyclic strain energy by rectifying piezoelectric fiber output into a 

capacitor bank. When the capacitor voltage reaches a predetermined voltage, power is 

transferred to the wireless sensor node [39]. Table 2.1 gives a general overview of the 

sensor node platforms.
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Table 2.1 - Sensor Node Platforms

Sensor Node Radio Processor Operating
system Memory

pAMPS LMX3162 StrongARM
SA-1100

RedHat and 
eCos 512 KB flash

WINS Connexant
RDSSS9M

StrongARM
SA-1100 pC/OS-ll 4 MB flash

PicoNode Proprietary DW8051 N/A N/A

PushPin
IrDA

transceiver
83F8851

Cygnal
C8051F016 Bertha N/A

GNOMES
Bluetooth or 

900 MHz 
radio

MSP430F149 N/A 32 KB

Eyes TR1001 MSP430F149 PeerOS 8 Mbit

Medusa
MK-2 TR1000

ARM THUMB 
ATMEGA128L 
AT91FR4081

N/A 1MB flash

WeC Mote TR1000 AT90LS8535 N/A 32 KB
Mica Mote TR1000 ATMEGA 103L TinyOS 512 KB flash

Mica2 Mote CC1000 ATMEGA128L TinyOS 4 Mbit flash
Telos CC2420 MSP430F149 TinyOS 4 Mbit flash

Nymphs CC1000 ATMEGA128L MantisOS 64kB
EEPROM

ESB TR1001 MSP430F149 N/A 8kB EEPROM

IBadge
TR1000
Bluetooth

ROK101007
ATMEGA 103L 

TMS320VC5416 N/A N/A

IBean CC1020 ATMEGA 64L N/A N/A

2.3 Wireless Sensor Network Applications

Several applications in sensor networks collect data over a long period of time. 

Many sensor network applications are used to monitor the environment, some sensor 

network systems are being developed for medical monitoring of the human body, and 

some are developed for habitat monitoring. The overview of different applications of 

WSNs is described below.

2.3.1 Environmental Monitoring

Most of the WSNs developed and deployed are used for environmental and 

biological monitoring. The applications being looked at include fire detection, weather
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monitoring, structural integrity, medical monitoring of a human body and radiation 

monitoring.

One environment-related project is called FireBug [4]. For collecting data about 

wildfires, the FireBug project deploys small, wireless sensors (motes) based on TinyOS 

that self-organize into networks.

Each node has a GPS and thermal sensors. This system could be used to provide 

real time location of fires. It could help firefighters to get to fires quickly and put them 

out before they spread.

Flood detection: An example of flood detection is the ALERT system [3] 

deployed in the US. Several types of sensors are deployed in the ALERT system. Sensors 

for rainfall, water level and weather are part of the system. These sensors supply 

information to the centralized database system in a pre-defined way.

The Envisense GlacsWeb [24] project is developing a technology to understand 

and monitor glacier behavior. Monitoring ice caps and glaciers provides valuable 

information about global warming and climate change. The objective is to measure the 

relative motion of the bed with respect to the surface, i.e., to study the motion of small 

rocks between glacier and the bed. In order to simulate rocks, sensor nodes (probes) 

which contain appropriate sensors are placed in and under the glacier. These sensor nodes 

communicate their data to the surface via radio. The GlacsWeb system consists of probes 

inserted in the glacier, a base station on the glacier surface, and a reference station that 

relays data to the SNS in Southampton, England. Each probe is equipped with pressure, 

temperature, and orientation (tilt in three dimensions) sensors.

Radiation Detection: The Distributed Sensor Network project at Los Alamos 

National Laboratory [40], in cooperation with the University of New Mexico, is 

developing a network of radiation detectors. These detectors when used together with 

other sensors that collect supportive data are suitable for detecting a radiological 

dispersion device (RDD) in either urban or rural environments.
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2.3.2 Wildlife and Habitat Monitoring

One application of WSN is habitat monitoring of Great Duck Island, initiated in 

collaboration with the College of the Atlantic in Bar Harbor and the University of 

California at Berkeley. They deployed wireless sensor networks on Great Duck Island, 

Maine [2], A large number of sensor nodes, over 100, were placed in an environment to 

cover a large area. The nodes had sensors for temperature, barometric pressure, humidity, 

and infrared. Every sensor node in the network was not within the range of the base 

station, some were over 1000 feet away from the base station in a dense forest 

environment. A multi-hop routing scheme was used to transfer the data over large 

distances to the base station. The goal of this project is to develop a habitat monitoring kit 

that enables researchers worldwide to engage in the non-intrusive and non-disruptive 

monitoring of sensitive wildlife and habitats.

The Princeton ZebraNet Project [1] is an inter-disciplinary effort of Biology and 

Computer Systems. It has a peer-to-peer mobile sensor network architecture designed to 

support wildlife tracking for biology research. The ZebraNet system includes custom 

made tracking collars (nodes) carried by animals under study across a large area. The 

data is delivered at the base station using the peer-to-peer network. These custom made 

collars include a GPS, flash memory, wireless transceivers, and a small CPU. They have 

deployed a 30-node ZebraNet system at the Mpala Research centre in central Kenya.

2.3.3 Medical Monitoring

CodeBlue [6] is being worked on at Harvard and Boston University and is still in 

the early development stage. CodeBlue has a wireless infrastructure intended for 

deployment in emergency medical care. It integrates low-power, wireless vital sign 

sensors, PDAs, and PC-class systems. They currently are using Mica2 Motes, connected 

to a pulse oximeter, and are working on connecting to an ECG. The advantage of using 

wireless sensor networks for monitoring patients is that it allows moving a patient 

without disconnecting the monitoring equipment. CodeBlue could enhance first
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responders’ ability to assess patients on scene, ensure seamless transfer of data among 

caregivers, and facilitate efficient allocation of hospital resources.

Warfighter Physiological Status Monitoring (WPSM) is a project being worked 

on by U.S. Army Research Institute of Environmental Medicine (USARIEM) and the U.S. 

Army Medical Research and Materiel Command (USAMRMC) [41]. It is focused on 

gathering, archiving, and interpreting physiologic data from warfighters in the field. The 

ultimate goal is to develop a suite of wearable sensors to provide critical physiologic 

information to commanders and medics. Data are used to develop models of thermal 

stress, hydration status, cognitive state, etc. More information on sensor networks applied 

to medical monitoring can be found in [7],

2.4 Wireless Sensor Network Example - Wildlife Tracking and 

Physiological Monitoring

2.4.1 Current Technology

The “Radio-tracking” technique is used for determining information about an 

animal using a device carried by the animal [42], Three different types of radio tracking 

are in use today:

(1) Very high frequency (VHF) radio tracking,

(2) Satellite tracking, and

(3) Global Positioning System (GPS) tracking.

VHF radio tracking is the most versatile and the most used type of radio tracking. 

It can be used to yield location data, as well as different types of physiological 

information. VHF tracking has many advantages like lower cost, reasonable accuracy, 

and long battery life. Its disadvantages are that it is labor-intensive and can be weather- 

dependent if aircraft-based data retrieving techniques are used.

The satellite tracking method uses a higher-powered transmitter attached to an 

animal to transmit a signal to the satellites; the satellites uses the signal received to 

calculate the animal’s location, which is then sent to a researcher’s computer. The 

disadvantages of satellite tracking are that it requires a much higher initial cost, it is less
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accurate, and has a shorter battery life when compared VHF systems. Its advantage is that 

it requires no personnel in the field once the tracking device is placed on the animal. It is 

especially useful for monitoring long-range movements of animals.

Satellite telemetry utilizes a Platform Transmitter Terminal (PTT) attached to a 

collar on the animal. The ultra high frequency (401.650 MHz) signal sent by PTT is used 

by satellites to calculate the animal's location based on the Doppler Effect and relay this 

information to researchers. The current generation of PTTs is coordinated with the Argos 

Data Collection and Location System carried on Tiros-N weather satellites [43], The 

receiving systems are positioned on two NOAA (National Oceanic and Atmospheric 

Administration) polar-orbiting satellites, which results in complete global coverage 

capability. The location signal sent from the PTTs is relayed to receiving stations where 

researchers record and interpret the data. Argos is a random access system with all PTTs 

transmitting on the same frequency (401.650 MHz). Individual PTTs are identified by an 

ID code, which is a portion of their data transmission. Argos must be contacted for 

project approval, assignment of ID codes and their corresponding repetition periods, and 

to set up technical details regarding data collection, processing, and dissemination.

GPS tracking, as its name suggests, is based on a GPS receiver present on the 

animal’s collar. The GPS receiver is used to calculate and store the animal’s locations 

periodically (e.g. once every 15 minutes, once per hour, etc.). Depending on collar 

weight, some collars store the GPS location data and drop off the animal when expired to 

allow data retrieval. Some collars transmit the data to another set of satellites (ARGOS), 

which in turn relay it to the researchers. Some others may send the data on a programmed 

schedule (e.g., daily) to biologists, who must be in the field to receive them.

GPS tracking also has high initial costs and at present has low battery lifetime. 

Due to their large size and weight they are applicable to mammals the size of a wolf or 

larger, or to birds on which solar cells can be used. GPS tracking is highly accurate and 

especially suited to studies where intensive and frequent data (many locations/day) are 

needed or useful.
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Today’s standard collar consists of a GPS receiver and antenna, a VHF beacon 

system (for location backup and system verification), data handling and control hardware, 

and power supply. Some of the GPS collars produced by Lotek [44] have a method of 

data retrieval and storage for GPS telemetry, which uses the Argos satellite system to 

relay the intermittent data. Thus the researcher needs neither to be in the field to collect 

the data reports, nor to maintain special receivers or other additional equipment. Table

2.2 shows a comparison of VHF, Satellite and GPS radio tracking techniques.

Table 2.2 - Comparing Characteristics of VHF, Satellite, and GPS Collar Telemetry [44]

Characteristics VHF Satellite GPS Collar
Collar Weight 560 g 520 g 830-920 g
Initial investment 
per collar

$300 $3,000 $3,000

Cost per 100 
locations

High Medium Low

Data retrieval 
potential

High High low to high depending on 
likelihood of dispersal

Accuracy medium to 
high depending 
on effort

(± 500 m) high; usually accurate to 20 
m

!i
Longevity <6 years

■

1-12 months
depending on
interval
between
location
attempts

3 weeks - 10 months 
depending on interval 
between location attempts

Interference from 
weather

high (aerial 
telemetry)

None None

Interference from 
habitat

Low High
!
High

Interference from 
topography

I<D High High

Intrusiveness 
after collaring

High None
1

none to high
;
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2.4.2 Suggested WSN Application

The primary application of the WSN system addressed in this thesis is tracking 

and monitoring of the physiological parameters of an animal. Our sensor platform is built 

in accordance with this application. Small, cheap sensor nodes would be embedded inside 

the animal or can be distributed around the surface of the animal. These sensor nodes 

would communicate and log the data periodically to the Hub. The Hub would be part of a 

collar present on the animal.

The characteristics of the Hub are

• Has a GPS for tracking purposes.

• Can store large amounts of data.

• Would receive data from sensor nodes and store it.

• Would use signal processing and data compression algorithms. This would 

decrease the amount of data to be logged back to the base station.

• Two types of data retrieving methods can be used:

1. Satellite telemetry, i.e., the ARGOS system can be used to log back 

the data to the base station.

2. Aircraft based techniques can be used, i.e., the researcher can fly 

around the area where the animal is estimated to be, with a VHF 

receiver to log back the data.

• Has all the advanced techniques presently used in building tracking collars 

like expandable collars, automatic collar release, etc.

This kind of monitoring system would produce larger amounts of valuable data 

than regular tracking collars that have limited functionality. If extra hardware 

functionality is to be embedded in the present day collars, it would increase the weight of 

the collar and also would decrease the life time of the collar. Using a WSN instead would 

be more beneficial. Adding extra functionality typically means an addition of an extra 

sensor node to the WSN. This would not affect the weight of the Hub, and would only 

slightly increase the power consumption of the Hub.
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The functionality of the sensor nodes implanted inside the animal would depend 

on a particular animal. The types of sensing capabilities present on a node may be ECG, 

temperature, pressure, accelerometer, etc.
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3 Communication Protocol

In this chapter we discuss different wireless technologies in use and their 

comparisons. Advantages and disadvantages of application specific communication 

protocols over standardized protocols are discussed. Finally, we define a custom 

communication protocol for centralized WSN architecture, designed and implemented 

specifically for our sensor platform.

3.1 Introduction

Various wireless technologies, like custom RF, Bluetooth, UWB (ultra 

wideband), or infrared can be used for communication between sensors. Wireless sensor 

networks require low-power cheap devices that accommodate a powerful processor, a 

sensing unit, a wireless communication interface and a power source, in a robust and tiny 

package [45]. These devices have to work autonomously, require no maintenance, and be 

able to adapt to the environment. There are a number of wireless technologies in use for 

low- to high-bit-rate transmissions in residential, light commercial, commercial, and 

industrial applications (e.g., ZigBee [12], Bluetooth [14], IEEE 802.11 Wi-Fi, and 

proprietary systems). A comparison of different wireless standards is shown in Table 3.1.

Table 3.1 - Comparison of Wireless Standards [47]

Comparison of Wireless Standards

ZigBee
(802.15.4)

Bluetooth
(802.15.1)

Wi-Fi
(802.11b)

GPRS/GSM
(1XRTT/CDMA)

System resource 4-32 KB 250 KB+ 1 MB ± 16MB+

Battery life (days) 100-1,000+ 1-7 0.1-5 1-7

Nodes per network 255/65,000+ 7 30 1-1000

Bandwidth (kbps) 20-250 720 11,000+ 64-128

Range (meters) 1-75+ 1-10+ 1-100 1000+
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3.1.1 Wireless Standards 

Bluetooth

Bluetooth [ 13]-[ 14] is based on IEEE 802.15.1 standard. It is a high-speed, low- 

power microwave wireless link technology, designed to connect phones, laptops, PDAs 

and other portable equipment together with little or no work by the user. Unlike infrared, 

Bluetooth does not require line-of-sight positioning of connected units. Bluetooth 

technology uses modifications of existing wireless LAN techniques, but it is most notable 

for its lower system resources requirements and cost. This technology achieves its goal 

by embedding tiny, inexpensive, short-range transceivers into the electronic devices that 

are available today. It is also enjoying market acceptance and has been successfully 

deployed in some sensor network trials in the 2.4 GHz band. Bluetooth’s peak data 

throughput of 720 kbps and three voice channels makes it a good solution for high data 

rate applications, especially where large network support, distances >10 m, and battery 

power are not needed.

Each device has a unique 48-bit address from the IEEE 802.15.1 standard. 

Connections can be point-to-point or multipoint. The maximum range is 10 meters but 

can be extended to 100 meters by increasing the power. Bluetooth devices are classified 

according to three different power classes, as shown in the Table 3.2.

Table 3.2 - Classification of Bluetooth Devices

Power Class Maximum Output Power
1 100 mW (20 dBm)
2 2.5 mW (4 dBm)
3 1 mW (0 dBm)

The frequency hopping technique is used to protect Bluetooth devices from radio 

interference, i.e., by changing their frequencies arbitrarily up to a maximum of 1600 

times a second. The severe limitation of the Bluetooth network is that it only supports 

seven sensor nodes per “piconet”, which restricts its applicability for large sensor
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network deployment. Sensor applications where Bluetooth would work well include 

personal health care monitoring and visually oriented equipment monitoring, where both 

data and video are required.

ZigBee and IEEE 802.15.4

ZigBee [12], based on IEEE 802.15.4 [13], is a low-power, low-data-rate wireless 

networking standard designed specifically for remote monitoring and control 

applications. IEEE 802.15.4 is a simple but powerful protocol that provides high 

reliability through acknowledgment, error checking, prioritized communications, direct 

sequence spread spectrum, frequency hopping and user-selectable security levels.

The IEEE 802.15.4 specification is a cost effective low data rate (less than 250 

kbps) wireless technology, operating at 2.4 GHz and 868/915 MHz, designed for short- 

range personal area networking. The IEEE 802.15.4 standard is targeted for various 

applications, which include industrial control and networking, home automation and 

control, human interface devices, and wireless sensor networks. The ZigBee Alliance is 

an association of companies working together to create software inter-operability 

certification for IEEE 802.15.4 systems.

IEEE 802.15.4 standard specifies the physical (PHY) and Medium Access Control 

(MAC) layers, defines three license-free frequency bands including 2.4 GHz, 915 MHz, 

and 868 MHz, and offers users an alternative regional frequency if the 2.4 GHz band is 

not optimal for a particular application. Key benefits of the IEEE 802.15.4 and ZigBee 

standards include extended battery life over current wireless standards, and its cost 

effectiveness. Range for ZigBee products is expected to be 30 meters in typical 

conditions, compared to 10 meters for Bluetooth products (without an additional power 

amplifier) [14], Figure 3.1 shows the IEEE 802.14.4 stack.
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Figure 3.1- IEEE 802.15.4 Stack |46|

While the IEEE 802.15.4 standard supports 255 nodes per physical network, 

ZigBee’s 64-bit network address support extends this to more than 65,000 sensor nodes 

per logical network. The IEEE 802.15.4 standard defines an integrated 128-bit AES 

encryption security model. Sensor-based applications where ZigBee would work well 

include wireless lighting and HVAC control systems, industrial data acquisition, personal 

health care monitoring and battery-powered security monitoring. Figure 3.2 shows the 

target markets for the ZigBee Alliance.

Monitors 
Sensors 
Automation 
Control

Mouse
Keyboard
Joystick
Gamepad

Security
HVAC
Lighting
Closures

Figure 3.2 - ZigBee Alliance: Target Markets |47]
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ZigBee vs. Bluetooth

Bluetooth is an acceptable solution for fairly high-data-rate applications. The 

standard makes it possible to form peer-to-peer or star networks, but cannot support more 

than eight active devices at the same time. Bluetooth’s frequency hopping spread 

spectrum (FHSS) scheme forces devices that are not already in the network to 

resynchronize in a period of time which is between 3 and 30 sec before being able to 

request connection, making the response time for intermediate connectivity too long for 

many applications. The energy consumed during network resynchronization is also a 

drawback for a long-lived battery-operated system.

Although Bluetooth technology is well suited for voice applications and higher- 

data-rate applications (e.g., cell phones and headsets), ZigBee technology is better suited 

for control applications, which don’t require high data rates but must have long battery 

life and low user intervention (e.g., remote controls and home automation). Also, the 

ZigBee stack is small (28 KB) compared with the Bluetooth stack (250 KB).

Ultra-low power consumption is a key design element of the ZigBee standard, 

allowing long-life, non-rechargeable, battery-powered devices, instead of the 

rechargeable devices supported by Bluetooth. For example, the transition from sleep 

mode to data-transfer mode is faster in ZigBee-based systems than in those that use 

Bluetooth. ZigBee networks can support at least 65,534 devices per network, compared 

with eight in Bluetooth networks. The maximum data rate for ZigBee technology is 250 

kbps compared with 1 Mbps for Bluetooth. Range also differs between the two, with 

ranges for ZigBee products are expected to be -30 m in a typical home, compared with 

-10 m for Bluetooth products (without power amplifier).

Wireless Sensor Standard IEEE P I451.5

The IEEE PI451.5 project [48] sponsored by TC9, Technical Committee on 

Sensor Technology, Instrumentation and Measurement Society, is working on developing 

a new standard for Smart Transducer Interface for Sensors and Actuators.
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The Scope

This project aims to establish a standard for wireless communication methods and 

data format for transducers (sensors and actuators). The standard will define Transducer 

Electronic Data Sheets (TEDS) based on the IEEE 1451 concept, and protocols to access 

TEDS and transducer data. It will adopt necessary wireless interfaces and protocols to 

facilitate the use of technically differentiated, existing wireless technology solutions.

The Purpose

Many companies are developing various wireless communication interfaces and 

protocols for sensor networks. An openly defined wireless transducer communication 

standard, that can accommodate various existing wireless technologies, will reduce risk 

for users, transducer manufacturers, and system integrators. It will enhance the 

acceptance of the wireless technology for transducer connectivity.

Wireless sensors not only ease the application of sensor systems, they also reduce 

system implementation and installation time and costs by eliminating the high cost of 

cabling. The proposed wireless sensor communication standard, IEEE P1451.5, will 

address the integration of sensors with various communication protocols such as 802.11, 

802.15.4, Bluetooth, etc. This standard will be focusing on defining a set of requirements 

for wireless sensor communications, including issues such as wireless sensor model, 

transducer electronic data sheets, user requirements, data integrity, security, and 

bandwidth. The proposed IEEE 1451.2 standard can transform existing sensor and 

actuator components into “smart”, network-enabled, self-identifying devices. The goal of 

this effort is to provide inexpensive, readily available, physical, and software interfaces to 

permit existing products, like commonly available serial communication protocols such 

as RS-232, to more easily apply the IEEE 1451.2 standard.

3.1.2 Proprietary versus Standards-Based Wireless

For the sensor-based systems that require the flexibility of a wireless network and 

which can tolerate modest message latency, users can select between proprietary and 

standards-based solutions. Since proprietary systems are usually customized to their
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application, they can offer benefits in terms of transmission range, very low power 

consumption, and being simple to interface. However, they are generally less secure than 

standards-based systems, and their proprietary nature means that they cannot achieve the 

high unit volumes and aggregated industry investment of standards-based systems [45].

In most applications, proprietary wireless solutions are common, and in nearly all 

of these cases, the main focus is on the sensor and its data, while the wireless component 

is there just to move the data. Despite the introduction of ZigBee standard and wider use 

of Bluetooth technology, there are applications that will always benefit from a custom 

communication protocol based WSN architecture implementation. For example, the 

protocol we developed emphasizes primarily low-power requirements for a sensor node. 

Bluetooth concentrates on communicating larger packets over smaller networks. ZigBee 

concentrates on communicating smaller packets over larger networks, whereas our 

protocol concentrates on communicating relatively small packets over smaller networks.

3.2 Design Goals for Wireless Sensor Network Protocols

In order to design good protocols for wireless sensor networks, it is important to 

understand the parameters that are important to the sensor applications. The metrics being 

used are [11]:

• Ease of deployment: A large number of nodes, which are part of sensor 

networks, might be used to monitor a remote environment. For doing this nodes 

must be easily deployable. The protocol being used must be able to reconfigure 

the network with changing conditions and dynamics of the network.

• System lifetime: Sensor networks should function as long as possible, which 

enables them to extract maximum use out of a sensor node. The protocol should 

be energy efficient in dealing with communicating data over the network, 

which often means it should have a better understanding of the underlying 

hardware.

• Latency: The importance of latency of data obtained from sensor networks is 

typically application dependent.
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• Quality: The quality of the data received by the end user is also a very 

important parameter in design of communication protocols. This is an 

application specific and data dependent quantity. One possible application- 

independent method of determining quality is to determine the amount of data 

received at the base station.

• Stability and Reliability: Sensor networks producing data must be reliable and 

stable.

Tradeoffs can be made among these different parameters, and algorithms can be 

created that are scalable and adaptive to change the relative importance of these different 

parameters.

3.3 Meeting the Design Goals

As discussed in the previous section, it is important that sensor networks be easily 

deployable, have longer lifetime and meet the latency requirements of the network. There 

might not be any specific uniformity in their location. To function in such ad-hoc settings, 

sensor networks should be able to reconfigure themselves with changing network 

dynamics. In some scenarios, it may be impossible to retrieve the nodes in order to 

recharge or change batteries. Therefore all the hardware present on the sensor node, like 

sensors, wireless transceiver, etc. must be carefully designed to be energy efficient. The 

communication protocol must be able to use this energy efficient underlying hardware, to 

give us a stable and long lasting sensor node. The communication protocol should also be 

fault-tolerant, such that the loss of a small number of nodes does not greatly affect the 

overall system performance. In addition, the protocols should be scalable such that the 

addition of new nodes requires low overhead to incorporate the nodes into the existing 

network. Protocols should minimize overhead and extraneous data transfers. Protocols 

must be designed for application-specific quality of a sensor network [11],

3.4 Research Work

Sensor networks have to be designed in such a way that they are energy efficient, 

easily configurable, fault tolerant, and flexible. Since sensor networks are made up of
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large number of nodes, it is desirable to make these nodes as cheap as possible. Networks 

rely on large number of these nodes to obtain high quality results. Network protocols 

must be designed to achieve fault tolerance, when one or more sensor nodes are subject to 

failure, while minimizing energy consumption. There are many possible models for 

sensor networks to transmit the collected to a control center or base station, where the 

end-user can access the data.

LEACH  (Low-Energy Adaptive Clustering Hierarchy) [30], [49], which is the 

frame work of MIT’s pAMPS project, is a cluster-based protocol that uses local data 

fusion and data classification to decrease the amount of information that is transmitted to 

the base station. Using LEACH, the sensor nodes transmit their data to a local cluster- 

head, where fusion of data is done. For achieving energy scalability, a randomized 

rotation of local cluster base stations (cluster-heads) is done. This evenly distributes the 

energy load among the sensors in the network. Local compression of data is also done to 

reduce global data communication.

Large reduction in the energy dissipation is obtained as local computation in each 

cluster is done to decrease the amount of data that must be transmitted to the base stations 

because computation is much cheaper than communication. LEACH can achieve as much 

as eight-fold reduction in energy dissipation compared with conventional routing 

protocols. LEACH is also able to distribute energy dissipation evenly throughout the 

sensors, doubling the useful system lifetime for the networks.

Piconet [50], under development at the Olivetti and Oracle Research Laboratory 

(ORL), is an architecture designed for low-power ad hoc wireless networks. The Piconet 

node is composed of a 418 MHz FM transceiver, MAC support and an FPGA that drives 

the radio physical layer.

Piconet supports the intermediate connectivity of a continuously mobile and 

varying selection of sensor nodes, each of which may only communicate with just a 

simple amount of information very infrequently. In Piconet, each sensor node randomly 

goes into sleep mode, and periodically wakes up for a short period time. Every time a 

node wakes up, it broadcasts a beacon including its own ID. If other nodes want to talk to
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this node, they need to wake up and listen until receiving the beacon. A data preamble 

long enough to support transmitter warm-up and receiver settle time is used, and also a 

DC balanced encoding scheme is used. This scheme involves 4b6b encoded FM keying. 

This encoding is necessary to ensure that a radio’s receiver does not drift from the FM 

signal. Piconet nodes save power wherever possible by powering down both the 

processor and the radio interface for most of the time whenever not used.

Sohrabi and Pottie [51] proposed a self-organization protocol for wireless sensor 

networks. It describes the Self-organizing Medium Access Control for Sensor networks 

(SMACS) for the network startup and link layer organization. They also present the 

Eavesdrop-And-Register (EAR) algorithm, which enables easy interconnection of mobile 

nodes in the field of stationary wireless nodes, and represents the mobility-management 

aspect of the protocol. Each node maintains a super frame, in which the node schedules 

different time slots to communicate with its known neighbors. During some 

predetermined slot in the TDMA-like frame structure, the stationary node should transmit 

some type of invitation message to the surrounding neighborhood, with the intent of 

inviting new stationary nodes to join the local network.

Considerable work is being done on SPINS: Security Protocols for Sensor 

Networks [52] at the University of California, Berkeley. It specifies basic building blocks 

optimized for resource-constrained environments. pTESLA (the "micro" version of the 

Timed, Efficient, Streaming, Loss-tolerant Authentication Protocol), provides an 

authenticated streaming broadcast for resource-constrained environments. SNEP ( 

Network Encryption Protocol) provides data confidentiality, two-party data

authentication, and data freshness, with low overhead.

S-MAC is a medium-access control (MAC) protocol designed at the University of 

Southern California [53]. It achieves good scalability and collision avoidance by utilizing 

a combined scheduling and contention scheme. S-MAC lets nodes periodically sleep if 

they are not in the idle listening mode. In the sleep mode, a node will turn off its radio 

achieving low power consumption requirement. Flowever, the latency is increased, since 

a sender must wait for the receiver to wake up before it can send out data. S-MAC applies
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message passing to reduce contention latency for sensor-network applications that require 

store-and-forward processing as data move through the network.

3.5 The Protocol

We have designed and implemented protocol architecture for wireless sensor 

networks that achieves low energy dissipation and latency without sacrificing 

application-specific quality. We have developed three different variants of the custom 

communication protocol. One variant of the protocol supports a smaller number of sensor 

nodes, currently up to 15, while the second variant supports up to 127 sensor nodes. The 

third variant currently supports up to 1023 sensor nodes, although in theory an unlimited 

number of sensors can be supported. The difference between these variants is in the way 

error management and retransmissions are implemented. Other than that, they have very 

subtle differences, which will be explained below.

A cluster is defined as a collection of sensor nodes and a single Hub, connected 

together in a centralized star network topology. A wireless sensor network is made up of 

a number of clusters.

3.5.1 Variant A

The protocol is similar to TDMA, where each sensor node is assigned a specific 

time slot and each sensor node sends its data payload in that particular assigned time slot. 

For this to happen, both the Hub and sensors should be synchronized. For 

synchronization we periodically broadcast a message, which contains the time 

information from the Hub to all the sensor nodes. Sensors also get synchronized with the 

Hub when the sensor nodes receive the start of frame message from the Hub. In an error 

free scenario, each frame contains one message from all the components in the cluster 

including the Hub (the Hub may be allowed to transmit more than a single message in a 

particular frame). In an error prone scenario, each frame may contain more than one 

message from the sensor nodes in the cluster. This is due to retransmission of the data in 

the dynamic slots, the data that was not properly received by the Hub in the previous 

frame.
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The message from the Hub to the sensors is always sent at the start of the each 

frame. The Hub will transmit messages to different sensor nodes during this time. These 

messages may include a common broadcast to all the sensor nodes or they can address a 

particular sensor or group of sensors. The last message transmitted by the Hub is always a 

common broadcast, i.e. Start of Frame message (SOF); the end of this message will 

indicate start of the first slot in a frame. As a part of the SOF message, the Hub will send 

ACKs / NAKs to all the sensor nodes in the network. All the sensors should be awake 

during the time Hub is transmitting messages.

All the sensor nodes are assigned a fixed slot in the frame. If there should be any 

change in slot assignments, the Hub will send each sensor node the information about the 

slot that is assigned to it in the new frame, so that the sensor node can start its 

transmission right on time. For the rest of the frame, when sensors are not transmitting or 

receiving, or in between frames, they can be sent to sleep mode to conserve power. 

Sensor nodes can save power wherever possible by powering down both the processor 

and the radio interface for most of the time when not used.

Time Out: If for any reason the Hub did not receive the data from a particular sensor

node in a slot assigned to it, and if this happens in “/V” consecutive frames, we can say 

that sensor node is not operational and we can reassign this time slot to another sensor. 

Setting up o f the Cluster: Auto Configuration Mode

Each sensor node in the cluster is assigned a unique ID. In this variant we support 

up to 15 sensor nodes. The sensor ID starts from 1 and ranges up to 15. We can start 

setting up a cluster as follows:

1. Send a global wake up message; as a part of this message the Hub would send the 

protocol parameters like HubID, slot width, and time between two frames.

2. Since the cluster has not been configured yet, all the sensors will enter listening mode.

3. Starting from a sensor node with ID 1 and up to 15 (Sensor ID #0 is allocated to the 

Hub); assign a time slot for each sensor node. To do this, the Hub sends a Slot 

Assignment Message (SAM) to each sensor and if a sensor receives the message, the
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sensor reconfigures its time slot, and also acknowledges the reception of this message 

by sending a Slot Assignment Accepted (SAA) message to the Hub.

4. Send Auto Configuration Complete (ACC) message.

5. Enter Data Logging Mode.

Figure 3.3 shows the Auto configuration example with Sensor nodes #1 and #3 in 

the network.

Auto Configuration with Sensors 1 & 3 in the Network

►  2 Frame Times < -

HUB Global 
WAKE UP 
Broad Cast

Sensor 1, 
Slot 1, 

Slot ACK 
Msg

Sensor 1, Sensor 2, Sensor 2, Sensor 3,
Slot 1, ! ................. Slot 2, .................  Slot 2, j ................. Slot 2,

L M s g Msg Msg Msg

Sensor 1 
Activity

Sensor 57 
Slot 2, 

Slot ACK 
I Msg I

Figure 3.3 - Auto Configuration Example

The format of a message send by Hub is shown in Figure 3.4:

Sensor 3 
Activity

Preamble SYNC Data HUBID SENSOR ID MESSAGE ACK/NAK Checksum

Figure 3.4 - Hub Message Format

Preamble: The size of this field depends on the type of RF transceiver in use. In

Chipcon’s CC1000, 4 bytes of 0x55 or OxAA are used for this purpose.

SYNC Data: This data is used by all the sensors in the network for synchronization and

identification purposes. This field is also dependent on the type of RF transceiver in use. 

It is 2 Bytes long and its value is not fixed, but normally for RF transceivers to lock on to 

bit sheers, these bytes should be dc balanced, for example, 0x33CC or OxFOFO or 

0x3C3C, etc.
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Hub ID: The ID of the Hub which is transmitting this message, i.e., the one which

is in control of the cluster. This field is 1 Byte long. The range of Hub ID is from 0 to 

127; only 7 bits are used to make it consistent with the sensor node message allocation 

for Hub ID.

SENSOR ID: The Hub can either send a broadcast message or can address a particular 

sensor node, depending on this field. If sensor ID is zero then it is a broadcast message, if 

not it is addressed to a particular sensor whose ID is defined by the value in this field. 

This field is 1 Byte long.

MESSAGE: The actual data payload information to the sensor. Table 3.3 shows the

Message IDs supported by the protocol for the Hub.

Table 3.3 - Message IDs for the Hub

Broadcast Sensor ID = 0x00
Time synchronization message Can be used to send Time stamp of the 

Hub
Battery check OxBC - asking all the sensors to send 

the battery status
Wake up 0x77 - waking up all the sensors
Sleep mode 0x66 -  sends all sensors to sleep mode
Listening mode OxFl - The end of this message is the 

start of the message frame. ACK/NAK 
bytes are part of this message

Reduce output power level Reduces the output power level of the 
RF transceiver

Send RSSI Asking sensor node to send RSSI
Increase output power level Increases the output power level of the 

RF transceiver
Individual Messages Sensor ID =0xXX
Battery check OxBC - asking a sensor to send the 

battery status
Sleep mode 0x66 - send the sensor to sleep mode
Wake up 0x77 -  wake up the sensor
Slot assignment 0x00 - OxOF the slot number assigned in 

the next frame for the sensor

ACK’s: This field is only part of global broadcast message. In this version of the

protocol, a maximum of 15 sensor nodes are supported, so we have 2 bytes of ACK bits.
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Each bit signifies an ACK/NAK for one of the sensor node. If the value of the bit is 1, it 

signifies a NAK and if it is 0, it signifies an ACK for each sensor node.

If an invalid or wrong message is received from a sensor node, the Hub will set 

the corresponding NAK bit for that sensor node. Then the Hub will allocate an extra slot 

for that sensor node in next frame, so that the sensor node can transmit the old data in that 

slot. These extra slots are allocated at the end of the frame, hence making the frame 

length dynamic. Say for example we receive NAK’S from sensor nodes 1, 5 and 8; then 

dynamic slots #1, #2 and #3 are allocated to the sensor nodes 1, 5 and 8 respectively. 

Checksum: Checksum is used to detect error in corrections.

The format of messages sent by sensor nodes is shown in Figure 3.5.

Preamble SYNC Data ACK/ 
NAK HUBID SENSOR ID MESSAGE Check Sum

Figure 3.5 - Sensor Nodes Message Format

ACK/NAK: This is 1 bit long. It gives acknowledgement of the message sent by the

Hub to the sensor node. A value of 1 signifies a NAK and 0 signifies an ACK. 

MESSAGE: This is the actual data payload, which contains the actual information to

the Hub. The format and length of this is dependant on the type of the sensor. The 

different message types, which can be sent from sensor node to the Hub, are shown in 

Table 3.4. Currently this field is 3 bytes long, but can be extended if required.

Table 3.4 - Message Types from Sensor Nodes

Battery voltage Sends the battery voltage of the sensor node
Acquired sensor data Sends the acquired data
Slot assignment accepted This informs the Hub that slot assignment has 

been accepted by the Sensor node

3.5.2 Variant B

Variant B is similar to Variant A in most regards, with just minor differences. The 

basic difference between these two is in the number of sensor nodes supported: up to 15 

sensors are supported in Variant A, and up to 127 sensor nodes are supported in Variant 

B (which also can be extended further). The need to support a larger number of sensor
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nodes makes the ACK / NAK bits implementation complicated. As in Variant A, if  1 bit 

is used to support ACK / NAK for a sensor node, we would require 16 bytes to support 

127 sensor nodes. This would increase the number of overhead bytes. To decrease the 

number of ACK / NAK bits, we arrange the sensor nodes in groups depending on the 

sensor IDs.

Instead of assigning one bit for each sensor, two-tier ACK/NAK bytes are 

implemented, i.e. first two bytes are used to identify the group to which the sensor node 

belongs to and the next ACK/NAK byte is used to identify the particular sensor in that 

group. So in total 3 bytes are used for error correction instead of 16 bytes, as it would be 

the case in Variant A, with 127 sensor nodes.

For example if the NAK/ACK bytes are 0x40, 0x20, and 0x31, then looking at 

first two bytes, groups 5 and 7 have NAKs, and looking at the third byte, sensor nodes 3, 

4 & 8 from group 5 and 7 have their NAK bits set. This makes these particular sensor 

nodes send the previous data in the dynamic slots. This type of two-tier system may 

generate more retransmissions than Variant A, but compared to the cost of overhead of 

16 bytes in Variant A, this may be acceptable.

The only difference between Variant A and Variant B of the communication 

protocol is in the format of the message sent by the Hub, which is given in Figure 3.6.

Preamble SYNC Data HUBID SENSOR ID MESSAGE ACK/NAK Check Sum

Figure 3.6 - Hub Message Format

SENSOR ID: The Hub can either send a broadcast or can address a particular sensor, 

depending on this field. If sensor ID is zero then it is a broadcast message, if not it is 

addressed to a particular sensor whose ID is defined by the value in this field. This field 

is 1 Byte long (supports 127 sensor nodes).

MESSAGE: This is the actual data payload information to the sensor. The Message

ID’s for Variant A is same as that of Variant B.

ACK’s: This is only part of the global broadcast message. We have a maximum of

127 sensor nodes, arranged in groups of 8. We have 3 bytes of two-tier ACK/NAK bits,
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each bit in the first two bytes signifies an ACK/NAK for a group of 8 sensor nodes and 

each bit in the next ACK/NAK byte addresses a particular sensor out of those 8 sensor 

nodes. If the value of the bit is 1, it signifies a NAK, and if it is 0, it signifies an ACK for 

each sensor node. If an invalid or wrong message is received from a sensor node, the Hub 

will set the corresponding NAK bit for that sensor node. Then the Hub will allocate an 

extra slot for that sensor node in next frame, so that the sensor node can transmit the old 

data in that slot. These extra slots are allocated at the end of the frame, hence making the 

frame dynamic.

The format of messages sent by sensor nodes using Variant A of the 

communication protocol is same as that of sensor nodes using Variant B.

3.5.3 Variant C

Variant C supports a larger number of sensors, currently up to 1023. Since we 

have decided not to use any ACK/NAK bytes, we can support large numbers of sensor 

nodes. Therefore the overhead is decreased, thereby increasing the lifetime of the sensor 

nodes. The Timeout feature is strictly implemented in this version of the protocol. If the 

Hub does not receive a valid datum for ‘A pconsecutive frames, the Hub will address the 

sensor node in hope of reconfiguring the output power of the RF transceiver on the sensor 

node, i.e., asking the sensor node to increase its output RF power.

3.5.4 Timing

Normally sensor nodes should wake up some time prior to the start of their slot, 

because they have to be awake for a specified time to be ready for transmission when it is 

their time to transmit. Figure 3.7 shows the fixed and dynamic slots description in a 

communication frame.
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FIXED SLOTS = Number of Sensors DYNAMIC SLOTS FIXED SLOTS = Number of Sensors DYNAMIC SLOTS

Free Time b/w Frames 

Figure 3.7 - Time Slots Description in a Frame

Figure 3.8 shows the sensor nodes (Sensor ID #1 and #2) activity during normal 

data logging operation. The active period of the sensor node is actually greater than the 

time slot in the frame. This is because most of the RF transceivers require certain amount 

of time to wakeup, so sensor nodes have to wake up early to power up the transceiver. 

Also nodes need some processing time to prepare the message for transmission.

OPTIONAL

Data Transmit Mode

Figure 3.8 - Sensor Nodes Activity During Normal Operation of Data Logging
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3.5.5 Addition of New Sensor Nodes

There are two ways in which new sensor nodes can be added to the cluster.

1. The simplest way is to wait for a new auto configuration message to be 

transmitted by the Hub. As the Hub would periodically update the network 

depending on its convenience and external surroundings, this would be the easiest 

to implement.

2. In the Variant A and Variant B of the protocol, the new sensor/sensors which 

is/are to be introduced into the network would have a clear idea of how many 

dynamic slots are actually present in the current frame by observing the 

ACK/NAK bytes in the SOF message transmitted by the Hub. This information 

will be used by the new sensor/sensors to transmit a request for a new auto 

configuration message in the next available random dynamic slot. The 

randomness is quite necessary so that if there is more than one new sensor node to 

be introduced into the cluster, the request messages transmitted by them do not 

overlap. This implementation would require the Hub to be awake for more time 

than normally required (maybe two to three dynamic slot widths). When the Hub 

receives a request for new auto configuration message, the Hub would react by 

starting a new auto configuration sequence in the next frame.



41

4 The Hub

4.1 Introduction

Data collection using sensor networks is usually done using inexpensive sensor 

nodes deployed in a variety of environments. Applications include military surveillance, 

habitat monitoring, and medical monitoring, and are sometimes done in harsh physical 

environments. Sensor nodes typically have limited computational power, limited 

memory, and limited battery power. These sensor nodes communicate with the Hub in a 

wireless manner, and can be organized to form a network. Each sensor node has a 

transceiver, a transducer, a microcontroller, an omni-directional antenna and a power 

source. Typically, sensor nodes collect temperature, pressure, humidity, acceleration, and 

other types of data and log them back to the Hub. For example, a sensor network can be 

used for detecting the presence of potential threats in a military conflict. Since wireless 

communications consumes significant amounts of battery power, sensor nodes should be 

energy efficient in transmitting data, i.e., they should process the data first before 

transmitting, if possible.

The amount of energy spent in transmitting and receiving will depend on the 

distance of transmission. Therefore, to conserve energy short distance transmissions are 

preferred.

In each round of this data-gathering application, the data from all the sensor nodes 

need to be collected and aggregated into a single message before transmitting it to the 

base station, where the end-user can access and analyze the data. A simple and obvious 

approach for each node is to transmit its data directly to the base station. Since the 

amount of energy spent is directly proportional to the square of the distance, the cost to 

transmit to a distant base station from any sensor node is high. Combining the data of the 

sensor nodes helps immensely to reduce the amount of data transmitted between sensor 

nodes and the base station. Data fusion techniques are used to combine one or more data 

payloads from different sensor nodes to produce a single packet. A designated node, the
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cluster head called Hub, in each cluster collects and fuses data from nodes in its cluster 

and transmits the result to the base station.

In order to reduce the energy spent in the sensor nodes, the Hub would log the 

data transmitted by the sensor nodes and will transmit the fused data to the base station 

intermittently. Having a Hub between the base station and the actual sensor nodes, will 

increase the life time of the sensor nodes, as they now use short distance communication 

rather than committing themselves to expensive long distance transmission. The Hub will 

have two different types of communication capabilities, i.e., short and long distance. 

Short distance communication would be used with sensor nodes and long distance would 

be used while communicating with the base station.

4.2 The Hub Design

The latest trends that are making networked sensors into smaller, cheaper, lower- 

power units are: complete systems on a chip, integrated low-power communication, and 

integrated low-power transducers. The latest microcontrollers these days include not just 

memory and processor, but also non-volatile memory and interface resources, such as 

DACs, ADCs, UARTs, interrupt controllers, and counters. Communication can now take 

the form of wired, short-range RF, infrared, optical, and various other techniques. Figure

4.1 presents the system architecture of a generic Hub prototype.

Figure 4.1 - Block Diagram of Hub Prototype
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It is composed of five major blocks: power supply, communication, processing 

unit, storage and debugging interface. The power supply block powers up the Hub and 

usually consists of a battery and a voltage regulator. The communication block consists 

of a bi-directional wireless communication channel. Most of the platforms use a short- 

range radio and also a long-range radio. The short-range radio is used for communicating 

with sensor nodes and long-range radio is used for communication with the base station. 

The processing unit is composed of internal memory (to store intermediate data, to store 

the application program) and a microcontroller to process data. The data storage unit is an 

external memory device that works as a secondary memory storage. The debugging 

interface is used to program and test the Hub, for example, programming interface, LEDs, 

JTAG (IEEE1149.1). This block can be omitted in a final product.

4.2.1 Processing Block

Since the Hub is expected to communicate, process, and gather sensor data, Hub 

nodes must have processing units. The central processing unit (CPU) of the Hub 

determines to a large degree both the energy consumption as well as the computational 

capabilities. The CPU will handle multiple I/O devices, it will also be used to control the 

communication block to receive and transmit a data packet. There are a large number of 

commercially available microcontrollers, which allows a big flexibility for CPU 

selection.

Microcontrollers

Microcontrollers, as the name suggests, are small controllers. They are like single 

chip computers that are often embedded into other systems to function as 

processing/controlling unit. In general, a microcontroller is a microprocessor with 

additional peripheral or support devices. The microcontroller includes not only memory 

and processor, but also non-volatile memory and interfaces such as ADCs, UART, SPI, 

counters and timers.

Some of the advantages and key features of microcontrollers are:
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High Integration of Functionality - Microcontrollers are single-chip computers 

having on-chip memory, I/O circuitry and other peripherals that enable them to function 

as small stand-alone computers without other supporting circuitry.

Lower cost - one chip replaces many chips.

More reliable - fewer packages, fewer interconnections.

Faster - signals can stay on the chip.

Easy to Use - Microcontroller support provided by the vendor often includes an 

assembler, a simulator, and a programmer to "bum" the application program on the chip. 

It creates an easy to use programming environment.

4.2.2 Initial Design Approach

The long distance wireless communication part of the Hub, which is used to 

transmit the fused data to the distant base station, is out of the scope of this thesis. For 

implementation of the Hub, we decided to use an off-the-shelf hardware solution, and 

initially chose the Silicon Laboratories C8051F120 [54] evaluation board as the platform. 

The C8051F120 family utilizes Silicon Laboratory’s proprietary CIP-51 microcontroller 

core. The CIP-51 is fully compatible with the MCS-51 instruction set. Standard 803x / 

805x assemblers and compilers can be used to develop software. The core has all the 

peripherals included with a standard 8051 microcontroller, including five 16-bit 

counter/timers, two full-duplex UARTs, 256 bytes of internal RAM, 128 byte Special 

Function Register (SFR) address space, 128 kB of in-system programmable FLASH 

memory and 8/4 byte-wide I/O Ports. Figure 4.2 gives a generic block diagram of 

C8051F120.

Since most of the RF transceivers can be easily interfaced to a microcontroller 

through the serial UART, we implemented interrupt driven serial UART drivers. We also 

implemented flash drivers, which would be helpful while storing the received data onto 

the flash.



45

Figure 4.2 - General Block Diagram of C8051F120 [54|

4.2.3 Present Design Approach

We started looking for RF transceivers which would be easily compatible with an 

8051 core, and which can be easily interfaced thorough an UART. In our search, we have 

chosen CC1010 from Chipcon [55], a small, flexible platform that has many of the key 

characteristics of the general class microcontroller, and an on board ultra low power 

wireless transceiver. It consists of an 8051-based microcontroller core with internal flash 

program memory (32 kB) and data SRAM (2048 +128 Byte), a very low-power UHF 

radio transceiver, a temperature sensor, 3-channel 10-bit ADC, 4 timers / 2 PWMs, 2 

UARTs, RTC, Watchdog, SPI, DES encryption, and 26 general I/O pins. While not a 

breakthrough in its own right, the CC1010 evaluation module shown in Figure 4.3 has 

been invaluable in developing the entire software design of the Hub.
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Figure 4.3 - CC1010 Evaluation Module [55]

CC1010
The Microcontroller Unit (MCU) in the CC1010 has a standard 8-bit 8051 core, 

with program and data memory located in separate memory spaces (Harvard 

architecture). The internal registers are organized as four banks of 8 registers each. The 

instruction set supports direct, indirect and register addressing modes. The core registers 

consist of an accumulator, a stack pointer and dual data pointer registers in addition to the 

general registers.

The instruction cycle time is 4 clock cycles, which typically gives a 2.5 times 

average reduction in instruction execution time over the original Intel 8051 [55]. 

Peripheral units on the CC1010 include general purpose I/O, 2 standard 8051 timers, 2 

extra timers with PWM functionality, a watchdog timer, a real-time clock, a SPI master 

interface, hardware DES encryption, a true random bit generator and ADC. Dual data 

pointers are available for faster data transfer.

The CC1010 MCU has three different operating modes: Power-Down, Idle and Active.

•  In Active mode, the MCU core and all peripherals are running. This is the normal 

mode of operation of the microcontroller. In this mode, nothing is shut off. The 

program can enter one of the other power modes by writing to the PCON control 

register. MCU is executing instructions from the flash program memory. The current
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consumption depends on the actual operating frequency used. Figure 4.4 gives a 

graph of frequency versus current consumption. For example it is 10 mA at 11 MHz.

Figure 4.4 - CC1010 Current Consumption as a Function of Frequency [56]

• In Idle mode, the MCU core is stopped, but all peripherals are running. All internal 

registers keep their value. There are three ways of exiting this mode, i.e. either by an 

interrupt or a reset. If an enabled interrupt is activated, the MCU will execute the 

corresponding ISR (Interrupt Service Handler), and resume operation with the 

instruction after the one that activated Idle mode. The typical current consumption is 

approximately 29 pA.

• In Power-down mode, both the MCU core and the peripherals are shut off. The MCU 

can enter Active mode by being reset. If enabled, the ADC will cause a reset when the 

selected input exceeds a programmed threshold, and make the MCU exit Power-down 

mode. For example in power down mode it consumes 0.2 pA current (requires 

external reset to wake-up).

In addition to these power modes, the FLASH_LP flash power control bits in the 

FLCON register can be used to minimize the power consumption, by disabling the flash 

program memory between instruction fetches and when the CC1010 is in Idle or Power

down mode.
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Table 4.1 - Operating Modes of CC1010 [56]

Mode Core Peripherals
Typical
Current
Consumption

Exit condition

Active

Main osc. Main osc. 14.8 mA at 
14.7456 MHz Writing SFR

RTC osc. 
(32 kHz)

RTC osc. 
(32 kHz) 
ADC Off

1.3 mA Writing SFR

Idle

Stopped Main osc. 12.8 mA at 
14.7456 MHz Interrupt

Reset
Power off/onStopped

RTC osc. 
(32 kHz) 
ADC Off

29.4 pA

Power-
Down

Stopped ADC On 
(32 kHz) 200 pA

ADC value exceeds 
threshold Reset 
Power off/on

Stopped Stopped 0.2 pA Reset
Power off/on

Table 4.1 gives a brief description of current consumption of the CC1010 during 

different operating modes. Table 4.2 gives current consumption of the CC1010 at 915 

MHz for different transmitter powers.

Table 4.2 - Current Consumption of CC1010 at 915 MHz

RF frequency = 915 MHz

TRX in PD RX
TX, 

(-20 dBm)

TX,

(-5 dBm)

TX,

0 dBm

TX,

4 dBm

Active mode, 

main oscillator
14.9 26.8 23.5 28.8 31.9 38.4

Idle mode, 

main oscillator
0.6 12.5 9.2 14.4 17.6 24.1

The table shows total current consumption in mA
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We could readily use communication protocol drivers and serial drivers developed 

for a C8051F120, as both the CC1010 and the C8051F120 are built on an 8051 core. 

Figure 4.5 shows a general block diagram of the CC1010. Although the C8051F120 is 

more sophisticated in having different peripherals, the CC1010 has all the peripherals 

which perfectly suit our need, ultra low power RF communication capability, JTAG 

debug interface (on-chip), two serial UART’s and 32 kB of flash memory.

Figure 4.5 - General Block Diagram of CC1010 [55]
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4.3 RF Transceiver on a CC1010

The CC1010 UHF RF Transceiver is designed for very low power and low 

voltage applications. The transceiver circuit is mainly intended for the ISM (Industrial, 

Scientific and Medical) and SRD (Short Range Device) frequency bands at 315, 433, 868 

and 915 MFIz, but can easily be programmed for operation at other frequencies in the 

300-1000 MHz range [55]. The main operating parameters of the CC1010 can be 

programmed via Special Function Registers (SFRs), thus making the CC1010 a very 

flexible and easy to use transceiver. A simplified block diagram of the RF transceiver is 

shown in Figure 4.6.

AD2(RS$XfF)o4. . . . . .— ,—  . . . .  . . . . . . . . . f . . . . . . . . . . . . . — ...-- . . . . . . . . . .  ------

Figure 4.6 - RF Transceiver on CC1010 Block Diagram [55]

4.3.1 Data Modes

Four different data modes, Synchronous NRZ, Synchronous Manchester encoded, 

Transparent mode and UART mode are defined for transmission and reception, on the 

CC1010. These modes are programmable through a special function register. These 

modes differ in data encoding, how incoming and outgoing data is delivered and
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accepted, and whether resynchronization of the bit stream (clock regeneration) is 

performed or not.

In Synchronous NRZ mode and Synchronous Manchester encoded mode, the data 

is communicated at a fixed baud rate. The modem does resynchronization of the bit 

stream during reception. In the Manchester mode the modem does the Manchester 

encoding and decoding. In Transparent mode and UART mode, the data is simply passed 

between the modem and the RFBUF register and between the modem and the UARTO, 

respectively. This allows custom baud rate generation and data encoding. These two data 

modes bypass the data decision circuitry of the RF transceiver. Normally only 

synchronous modes are used rather than transparent or UART modes.

More detailed explanation about these modes will be given later, in Chapter 6. 

Synchronization and preamble detection:

Most RF communication protocols will have a preamble designated to allow the 

receiver to synchronize reception on a bit and byte level. The CC1010 contains dedicated 

hardware that will perform these tasks easily in synchronous NRZ mode. The byte 

synchronization hardware makes sure that the framing of bytes in the received data bit 

stream is correct. This eliminates the need to perform shifting and recombination of data 

bytes in the software.

The preamble must consist of an alternating 0-1-pattern followed by a 

synchronization byte of at least eight bits. Unless the average filter is already locked at 

the arrival of the synchronization byte in NRZ mode, it is vital that the synchronization 

byte is DC-balanced (equal number of zeros and ones) and contains no more than two 

consecutive ones or zeros. It is also required that the synchronization byte contains two 

consecutive ones or zeros. Figure 4.7 shows preamble detection examples for NRZ and 

Manchester modes.
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NRZ 

Bit value

Manchester 

Bit value

Preamble Byte sync Data

Figure 4.7 - Preamble Detection Examples [55]

4.4 Hub Design on a CC1010

The resources on the CC1010, which are required for implementation of the Hub 

are timers, RF transceiver, and UART. The RF transceiver is configured to work at a 

fixed baud rate in NRZ or Manchester mode, at a frequency of 915 MHz. The basic block 

diagram of the wireless sensor network using the CC1010 is shown below in Figure 4.8. 

The Hub communicates with the sensor nodes using RF and it communicates with the 

base station currently using a UART (but later will be extended to long range RF 

communication). Data memory present on the CC1010 evaluation module is used to store 

the received sensor data, which are periodically transferred to the base station.

Figure 4.8 - Basic Block Diagram of Wireless Sensor Network Using CC1010
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Transceiver Configuration: The RF transceiver configuration can be optimized to 

achieve the best performance for different applications. Through the SFR registers of the 

CC1010 the following key parameters are programmed

• Receive / transmit mode : Low Side LO

• RF output power : Depending on the range of the

cluster (-20 dBm to 5 dBm at 

915 MHz)

• Frequency synthesizer key parameters:

o RF output frequency : 915.027455 MHz

o  FSK frequency separation (deviation): 64 kHz 

o  Crystal oscillator reference frequency: 14.745600 MHz

• Power-down / power-up mode

• Data rate and data format : NRZ at specified baud rate

(NRZ, Manchester, Transparent or UART interface).

SmartRF Studio [57] is a tool by Chipcon used for generating configuration data 

and is also used for finding the optimized external component values. SmartRF Studio 

generates all necessary CC1010 RF configuration settings based on the user's selections 

of various parameters. These SFR register settings can be used in a CC1010 program to 

configure the RF transceiver. In addition SmartRF Studio also provides the user with the 

component values needed for the input/output matching circuit and the VCO inductor. In 

the NRZ mode, data buffering occurs in RFBUF as illustrated in Figure 4.9.
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Figure 4.9 - RF Data Buffering, Dotted Line Shows Bit Mode [55]

4.5 Software Components

An important component of this project was the development of software 

components for the Hub. The system drivers are used to control, configure and provide 

services of the hardware components through a well-defined interface. Figure 4.10 shows 

a general overview of the application peripheral interface implemented on the Hub, i.e. 

the CC1010.

Power Timer MCU RADIO Memory UART

Communication Protocol Drivers

Timer Drivers MCU Config
Radio Drivers

Flash Drivers UART Drivers
CC1010 Config SOFTWARE

HARDWARE

Figure 4.10- Software Components Implemented on Hub
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Application peripheral interface is composed of drivers that control the hardware 

and provides a set of functionalities to the upper layer. Although timers, UART, flash and 

radio are peripheral units of the microcontroller, they are shown separated in the figure to 

better explain the hardware/software integration. Although all software runs inside the 

MCU, the figure tries to explain which software driver controls each hardware 

component. Timers are configured using the Timer Driver. Memory, flash and UART are 

configured and used with their corresponding drivers. The radio needs to be configured 

and uses radio drivers for normal operation. All these drivers are used in an 

implementation of a custom communication protocol on the CC1010 evaluation module.

4.5.1 Drivers:

The major software components are

• MCU Config - The MCU configuration block allows changing the MCU 

operating mode, and stopping the watchdog timer. The MCU has three 

different operating modes and is fully supported during interrupt event 

handling. There are the active mode (AM), idle mode and low-power mode.

• Timer Drivers - The MCU has a set of timers, which can be configured and 

set using this driver.

• UART Drivers - The UART driver module controls the UART on the 

CC1010.

BufHead BufTail

Figure 4.11 - Receive and Transmit Circular Queue Implementation
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Interrupt-based UART drivers for the CC1010 module have been implemented. A 

comprehensive, easy to use circular queue implementation of transmit and receive buffers, 

as shown in Figure 4.11, has been implemented.

• Radio Driver - The radio driver configures the radio properties like output 

power, frequency, and physical layer configuration and also controls the 

transmission and reception of packets.

All these drivers are written with the help of lower level functions provided by 

CHIPCON.

4.5.2 Timing and Synchronization

Timing and synchronization is the most important part of implementation of a 

communication protocol. The synchronization is maintained with the help of interrupt 

based timer implementation on the CC1010.

4.5.3 Development Environment

The pVision2 IDE from Keil Software [58] is used as an environment to develop 

the entire software design implementation on the Hub. It combines project management, 

source code editing, program debugging, and complete simulation in one simple easy to 

use environment.

4.6 Software Flow

4.6.1 Auto Configuration

Auto Configuration of the sensor network is the first and also the most important 

part of the software design flow on the Hub. In this procedure the Hub will ping all the 

sensor nodes in its vicinity for their availability, and after receiving their response, it will 

keep track of sensor nodes and slots allotted to them in the network.

1. At first the Hub continually sends wake up messages until the time elapsed is 

equivalent to two normal communication frame lengths. This will wake up all 

the sensor nodes in the network.
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2. Next the Hub broadcasts Slot Allot Messages (SAM), starting with a message 

to sensor node with ID #1 and allotted slot #1.

3. If there is a sensor node with an ID of 1, it will respond to that message by

sending a Slot Assignment Accept (SAA) message to the Hub.

4. If for any reason the Slot Assignment Accept (SAA) message from senor node 

with ID 1 has not been received by Hub, then Hub would retransmit the Slot 

Allot Message (SAM) with same settings.

5. If a positive response from the sensor node is received the procedure is 

continued for sensor ID #2 and allotted slot #2.

6. If no acknowledgement is received, which means there is no sensor node with

ID #1, the auto configuration procedure would be continued with sensor node

with ID #2 and allotted slot #1.

7. This entire procedure would be continued until the entire network has been 

configured.

Figure 4.12 show the entire procedure with sensor nodes with ID numbers 1 and 3 

in the network.

Auto Configuration with Sensors 1 & 3 in the Network

Figure 4.13 gives a brief description for auto configuration of the network using a 

flow chart approach.
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YES

YES

Figure 4.13 - Auto Configuration Flow chart
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4.6.2 Data Logging

After the sensor network is configured, the Hub will have the information about 

the sensor nodes in the network and slots assigned to them. The normal procedure of 

collecting the data from all the sensor nodes in the network is called data logging. The 

procedure for data logging is:

1. At the beginning of the communication frame the Hub transmits messages 

addressed to particular sensor nodes, if there are any messages to be 

transmitted. These individual messages may include asking a particular sensor 

for its battery status or asking it to send its latest reading.

2. The next transmitted message is the Start of Frame (SOF) message, which 

includes the latest ACK/NAK bytes calculated from the previous 

communication frame.

3. The end of SOF message would indicate to all the sensor nodes in the network 

that the Hub is in the listening mode and also that it is the start of the first 

communication slot.

4. Now the Hub receives data from all the sensor nodes in the network during 

their respective communication slots.

5. If the message received from a particular sensor node is invalid, ACK/NAK 

bytes would be updated, to indicate this invalid transmission.

6. If the message received is valid, then the Hub checks the ACK bits in the 

received message, and the Hub will update Tx Message Queue depending on 

whether these bits are set or not.

7. After data logging in the normal communication slots is completed, the Hub 

waits until 15 slots widths in Variant A and 127 slot widths in Variant B are 

finished. The end of these normal communication slots indicates the start of 

the dynamic communication slots.

8. Depending on transmitted ACK/NAK bytes in the previous frame, the sensor 

nodes would transmit the old data captured in these dynamic slots.
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9. At the end of the frame, the Hub transmits messages from the Tx Message 

Queue, which has been previously updated.

This process would continue infinitely. Figure 4.14 shows the flowchart for data 

logging.

Figure 4.14 - Data Logging Flowchart
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Figure 4.15 shows data logging example with two sensor nodes with Sensor IDs 

#3 and #4 in the network.

Message from Sensor Messag e from Sensor
ID#3 & SLOT#! |D#4 & SLOT#2

Start of FRAME#1 

Start of FRAME#2
Figure 4.15 - Data Logging using Real time Sensor Nodes
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5 Sensor Nodes

5.1 Introduction

The design of low power wireless sensor nodes is the most important part in the 

development of an energy efficient wireless sensor network. Even though the Hub 

consumes a lot of power, the size and weight requirements for the Hub are more relaxed. 

Sensor node development has gained increasing importance for a variety of civil and 

military applications. Low power analog and digital electronics, and advances in low- 

power radio have made possible the development of small, cheap, low-power sensor 

nodes.

The sensor node, complete with sensors, processing units, and radio, is capable of 

a tremendous diversity of functionality. A node during its lifetime may be used as a data 

gatherer, a signal processor, or a relay station. Since battery replacement for thousands of 

nodes is not an option, a sensor node should be energy aware and the lifetime of a node 

must be on the order of months to years. As sensor nodes are often inaccessible, the 

lifetime of the power resources on the nodes determine the lifetime of a sensor network. 

Power is a scarce resource due to the size limitations. Commercial and off the shelf 

components are used in our custom prototype design of the sensor node. Selection of 

low-power consumption components is only the first, but an important step in the design 

procedure.

5.2 Sensor Node Architecture

A wireless sensor node prototype consists of six basic parts (see Figure 5.1):

• Power source;

• Wireless communication interface;

• Sensor interface, connected to an analog to digital converter (ADC) or to general 

purpose I/O ports;

• Processing unit, that processes sensor readings, implements networking 

algorithms, and is able to store a small amount of intermediate data;
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• Memory, that stores program code and intermediate data;

• Debugging interface, consisting of programming JTAG debug interface and a 

LED.

The debugging interface can be omitted in a final sensor node product. All of 

these components have to be small and reasonably energy efficient.

Figure 5.1 - Basic Sensor Node Architecture

5.3 Hardware Considerations

Our intention was to design sensor nodes that are small, cheap, easy to program 

and robust, yet can be easily expanded or modified. In general, the following design 

considerations [27] come into play when designing hardware for a wireless sensor node:

• Energy efficiency — The hardware must have low power consumption. The 

hardware should be able to calculate and estimate what energy is left, so that the 

communication protocols can adapt to the available battery lifetime.

• Wireless communication -  A short range RF transceiver in a license free band is 

needed, due to the short range and low data rate in wireless sensor networks. Also 

the communication interface should have low power consumption.
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• Size -  The largest components in the design are probably the antenna, and the 

batteries. Other than that all the other components should be reasonably small.

• Costs -  Since large number of sensor nodes will be deployed in the network, it is 

important that the cost per node is low.

• Ease of programming -  In the development phase of communication protocols,

networking algorithms, and applications for the wireless sensor nodes, the nodes

will often be reprogrammed. Hence the programming must be easy.

5.4 Components

In this section the component choices of our hardware design will be discussed.

Figure 5.2 depicts the assembled wireless sensor node prototype.

8 U fa
Splatch Antenna

Accelerometer 

RF Transceiver

Microcontroller

Flash Memory
Temperature
Sensor

Figure 5.2 - Sensor Evaluation Board - Version 1
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5.4.1 Components for Computation

The processor of a sensor node determines to a large degree both the energy 

consumption as well as the computational capabilities of a sensor node. Many different 

types of CPUs can be integrated into a sensor node and they are discussed in this work.

There are many types of microcontrollers, ranging from 4 to 32 bits, varying the 

number of timers, bits of ADC, power consumption, size of memory, etc. A discussion of 

these devices is presented below.

The AT90S8535 [59], used in WeC motes, is a low-power CMOS 8-bit 

microcontroller based on the AVR RISC architecture. The throughput of an AT90S8535 

approaches 1 MIPS by executing powerful instructions in a single clock cycle. This 

allows system the designer to optimize power consumption versus processing speed.

The AVR core from ATMEL combines a rich instruction set with 32 general- 

purpose working registers. All the 32 registers are directly connected to the Arithmetic 

Logic Unit (ALU), allowing two independent registers to be accessed in one single 

instruction executed in one clock cycle. The AVR architecture is more code efficient 

while achieving throughputs up to ten times faster than conventional CISC 

microcontrollers [59]. In theory an AVR running at 4 MHz would give about the same 

throughput as a PIC running at 16 MHz or an 8051 running at 48 MHz. The lower clock 

speed gives better EMI performance and lower power consumption.

The ARM family has floating-point computational capabilities, hence can be used 

in devices that demand more computational power, such as a Hub, which is the head of 

the hierarchical wireless sensor network cluster. One common example is the processor 

module Intel StrongArm SA1100 embedded controller being used in the WINS [22] and 

fiAMPS [30] projects. The SA1100 is a general-purpose, 32-bit RISC microprocessor 

based on the ARM architecture that is rated as the most efficient processor (in 

MIPS/Watt).

The choice of processor depends on the application scenario. The ideal choice of 

microcontroller is the one that matches its performance level with the application's needs. 

The other factors that influence the selection of the proper microcontroller besides energy
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consumption include peripherals, memory, speed, physical size, price, availability, 

personal experience, and vendor support. Table 5.1 gives a comparison of 

microcontrollers being considered for the design of a sensor node.

Table 5.1 - Microcontrollers Comparison

Processor B
its

Fl
as

h

R
A

M

A
D

C

Ti
m

er
s

Oper.
Voltage

Power in
Active
Mode

Power
in
IDLE
Mode

Power in 
Power 
Down 
Mode

AT90LS8535 8 8kB 512B 10
bit 3 4-6 V 6.4 mA 1.9 mA <1 pA

ATMega128L 8 64kB 4kB 10
bit 3 2 .7 -5 .5  

V
5 mA @
4 MHz @ 
3 V

2 mA 12 pA

MSP430F149 16 60kB 2048B 12
bit 3 1.8-3.6 V

280 pA 
@2.2 V 
@1 MHz

1.6 pA 0.1 pA

Strong Arm 
1100 32 N/A N/A N / 

A
N/
A 3-3.6 V

230 mW 
@ 133 
MHz

50 mW
@133
MHz

Typical 
25 pA

MSP430F1232 16 8kB 256B 10
bit 1 1.8-3.6 V

200 pA 
@2.2 V 
@1 MHz

0.7 pA 0.1 pA

Texas Instruments MSP430

The microcontroller used in our project is the MSP430F1232 [60], produced by 

Texas Instruments. It has all the features required for implementation of sensor nodes, 

like 8 kB of program memory, 256 Bytes of data memory, ultra low power consumption 

and a 16-bit timer. It is a 16-bit processor, providing more computational power than the 

8 bit microcontrollers. The most important of all the features is its small footprint. It has 

embedded debugging and in-system flash programming through a standard JTAG 

interface, and is supported by a wide range of development tools.

The MSP430 family has six different operating modes, which are fully supported 

during interrupt event handling. There are the active mode (AM) and five Low-Power 

Modes (LPMO, LPM1, LPM2, LPM3 and LPMO, LPM4). An interrupt event wakes up 

the system from each of the various operating modes and returns to the mode that was 

selected before the interrupt event occurred. The current consumption of each operation
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mode is shown in Figure 5.3. The microcontroller can be configured to consume only the 

energy necessary to perform its current operation through the selected operation mode.

X 315 
2  270
T*“

®225 
1  180 
8  135

90 
45 

0

Figure 5.3 - Typical Current Consumption of MSP430x Devices versus Operating Modes [61]

The MSP430 is a RISC microcontroller that employs Von-Neumann architecture; 

therefore, all programs and data share a single address space. The CPU has sixteen 

registers that provide reduced instruction execution time, which leads to a reduction in 

register-to-register operation execution time to one cycle of the processor frequency. 

There are four special-purpose registers (program counter, stack pointer, status register, 

and constant generator) and the remaining registers are available as general purpose 

registers. Peripherals are connected to the CPU using a data, address and control bus, 

using specific registers for control and data transfers sharing the memory space, and can 

be handled with all memory manipulation instructions.

The MSP430 consumes less than 200 pA in active mode operating at 1 MHz @

2.2 V system and can wake up from a 0.7 pA standby mode in less than 6 ps. This 

exceptionally low current consumption, combined with the fast wake-up time can be used 

to build a sensor node with minimum current consumption and maximum battery life.

The MSP430xl232 series is made up of ultra low-power mixed signal 

microcontrollers with a built-in 16-bit timer, 10-bit A/D converter with integrated

□  VCC = 3V 
■  VCC = 2.2V

1 , 0,1 0.1 
1 1......1 i ---------

LPM2 LPM3 LPM4 
Operating Modes
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reference and data transfer controller (DTC) and fourteen or twenty-two I/O pins. In 

addition, the MSP430xl2x2 series microcontrollers have built-in communication 

capability using asynchronous (UART) and synchronous (SPI) protocols. Figure 5.4 

shows the functional block diagram of MSP430xl2x2 devices.

The basic clock module supports low system cost and the ultra low-power 

consumption requirement. Using three internal clock signals, the user can select the best 

balance of performance and low power consumption. The basic clock module can be 

configured to operate without any external components, with one external resistor, with 

one or two external crystals, or with resonators, under full software control. The basic 

clock module includes two or three clock sources [61]:

• LFXT1CLK: Low-frequency/high-frequency oscillator that can be used 

either with low-frequency 32,768 Hz watch crystals, or standard crystals, 

resonators, or external clock sources in the 450 kHz to 8 MHz range.

• XT2CLK: Optional high-frequency oscillator that can be used with 

standard crystals, resonators, or external clock sources in the 450 kHz to 8 

MHz range.

• DCOCLK: Internal digitally controlled oscillator (DCO) with RC-type 

characteristics.

Our sensor node is designed to use the LFXT1CLK with a 4 MHz external crystal.
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Figure 5.4 - Functional Block Diagram of MSP430xl2x2 [61]

Besides the on-chip memory and various low power modes, the microcontroller 

also facilitates many AD and I/O lines that can easily be controlled by software. We will 

use these lines as interface to sensors. The processor IC includes one USART as well, 

which will be used to interface the microcontroller to a flash memory. Figure 5.5 gives 

the pinout of MSP1232 MCU used in our project. Table 5.2 illustrates the MCU port 

mapping, showing the port name, number, direction, and what function the port was 

mapped to.
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Figure 5.5 - Pin Out of MSPF1232 [60]

Table 5.2 - MCU Port Mapping

Pin Name Pin
Number I/O Connected to

P1.0/TACLK/
ADC10CLK 21 I General-purpose digital I/O pin DCLK (Radio)

P1.1/TA0 22 I/O General-purpose digital I/O pin DIO (Radio)

P1.2/TA1 23 I/O General-purpose digital I/O pin XOut 
(Accelerometer)

P1.3/TA2 24 I/O General-purpose digital I/O pin YOut 
(Accelerometer)

PI.4/SMCLK/TCK 25 I Test clock - JTAG connector
P1.5/TAO/TMS 26 I Test mode select - JTAG connector
P1.6/TA1/TDI/TCLK 27 I Test clock input - JTAG connector
P1.7/TA2/TDO/TDIt 28 I/O Test data output port - JTAG connector

P2.0/ACLK/A0 8 o General-purpose digital I/O pin provides clock for 
AD7818

P2.1/INCLK/A1 9 I 10-bit ADC -  RSSI (Radio)
P2.2/TA0/A2 10 I/O General-purpose digital I/O pin, clocks data in 

and out of AD7818
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Table 5.2 (cont’d) - MCU Port Mapping

Pin Name Pin
Number I/O Connected to

P2.3/TA1/A3/VREF-/
VeREF- 19 I/O General-purpose digital TO pin PDATA (Radio)
P2.4/TA2/A4/VREF+/
VeREF+ 20 0 General-purpose digital TO pin PCLK (Radio)

P2.5/ROSC 3 o General-purpose digital TO pin indicates start of 
conversion for AD7818

P3.0/STE0/A5 11 I 10-bit ADC - connected to supply, to estimate 
lifetime of battery

P3.1/SIMOO 12 SPI Mode, External Memory
P3.2/SOMIO 13 SPI Mode, External Memory
P3.3/UCLK0 14 SPI Mode, External Memory
P3.4/UTXD0 15 0 General-purpose digital I/O pin - Green Led

P3.5/URXD0 16 0 General-purpose digital I/O pin -  Chip Select for 
External memory

P3.6/A6 17 0 General-purpose digital I/O pin- R/W control for 
AD7818

P3.7/A7 18 0 General-purpose digital I/O pin PALE (Radio)
RST/NMI 7 I Reset input -  JTAG connector
TEST 1 I Test input - JTAG connector
VCC 2 Digital supply voltage (3.3 V)
VSS 4 Ground
XIN 6 Input port for crystal oscillator XT1
XOUT 5 Output terminal of crystal oscillator XT1

5.4.2 Components for Communication

Sensor nodes communicate with the Hub using a wireless RF communication 

channel. We explored different RF radios currently available. RF communication has 

many advantages over other types of communication techniques like infrared, laser, etc. 

The RF is easy to use, does not require line of sight, and is also well established in the 

marketplace. Several aspects affect the power consumption of a radio including the type 

of modulation, data rate, and transmission power. In general, radios can operate in three 

distinct modes of operation: transmit, receive and idle mode. For most of the radios,
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operating in idle mode results in high power consumption, which is almost equal to that 

in receive mode. Thus, it is important to shut down the radio.

The RFM TR1000 hybrid radio transceiver [62], used in mica mote, is very well 

suited for wireless sensor network application. It has low power consumption and small 

size. The TR1000 supports RF data transmission rates up to 115.2 kbps using Amplitude 

Shift Keying (ASK), and operates at 2.2 V - 3.7 V. In the 115.2 kbps ASK mode, the 

current consumption for the receiver is almost 3.8 mA and for the transmitter it is 12 mA; 

in sleep mode it is 0.7 pA. The disadvantage is that the transmitter output power is really 

low, which makes it necessary to amplify the signal, spending more energy. The MICA 

platform, constructed using RFM Monoliths TR1000, was not capable of handling a great 

number of sensor nodes, since the lost packet ratio increased with the distance, but Dot3 

using Chipcon’s CC1000 transceiver was capable, because of a very low lost packet ratio 

[63]. Figure 5.6 illustrates this fact.

Dot3 vs. MICA (256 packets)

Distance (ft)

Figure 5.6 - Ratio of Receiver Packets versus Distance for TR1000 and CC1000 [63]

Chipcon's CC1000 [64] is a very low power CMOS RF transceiver which has a 

maximum data rate of 76.8 kbps. It has an internal bit synchronizer like the CC1010 

discussed in the previous chapter, which simplifies the design of a high-speed radio link 

with the microcontroller. In power-down mode, the CC1000 current consumption is 0.2 

pA. The CC1000 transmits data out using Frequency Shift Keying (FSK) modulation, in 

the ISM/SRD frequency bands at 315, 433, 868 and 915 MHz. One advantage of the 

CC1000 is that its frequency of operation is programmable between 300 MHz and 1000
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MHz. Another great advantage is that its output power is also programmable allowing us 

to specify the desired range of the radio, saving energy and decreasing interference 

problems. It is also possible to measure the received signal power with the Receive 

Signal Strength Indicator (RSSI); hence, it is possible to have an idea of the distance of 

the Hub from the sensor nodes. The Mica2 and Mica2-Dot platforms use this radio 

component. Figure 5.6 shows the ratio of received packets versus distance for the 

CC1000 and TR1000 radio components.

The LMX3162 [65] single chip radio transceiver is a monolithic, integrated radio 

transceiver optimized for use in ISM 2.45 GHz wireless systems. A low-noise mixer, 

intermediate-frequency (IF) amplifier, limiting amplifier, frequency discriminator, and 

received signal strength indicator (RSSI) for the receiver, as well as a buffer amplifier for 

the transmitter are integrated in the LMX3162.

The CC2420 [20] is the Chipcon’s first IEEE 802.15.4 compliant 2.4 GHz RF 

transceiver available on the market. It exceeds the standard’s requirements for selectivity 

and sensitivity and ensures a long communication range as well as effective, reliable and 

low power communication. The CC2420 is also the first 2.4 GHz transceiver to meet the 

ZigBee technology’s requirements for cost-effective, standard-based network solutions 

supporting low data rates, low power consumption, security and reliability.

The CC2420 provides hardware support for AES-128 based data encryption and 

data authentication, thus offering a very high level of security. It also supports functions 

such as packet handling, data buffering, burst transmissions, address recognition, clear 

channel assessment, link-quality indication and timing information. These functions 

reduce the load on the host processor and enable the CC2420 to interface with low-cost 

microcontrollers.

The main operating parameters and transmit/receive FIFOs of the CC2420 can be 

accessed via an SPI interface. The CC2420’s internal FIFO, allows the MCU to be in 

sleep more time, and the data rate is 250 kbps, spending less energy per bit transmitted. 

Table 5.3 shows the comparison of RF transceivers being considered.
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Table 5.3 - Comparison of RF Transceivers

TR1000 CC1000 LMX3162 CC2420
Modulation Type ASK/OOK FSK/ASK N/A Q-PSK

Carrier Frequency 916.5 MHz 300 to 1000 MHz 2.45 GHz 2.4 GHz

Transmit Current 12 mA 16.5 mA @868 
MHz 50 mA 17.4 mA

Receive Current 3.8 mA @115.2 
kbps 9.6 mA @868 MHz 27 mA 19.7 mA

Data Rate OOK @ 30 kbps 
ASK @115.2 kbps Up to 76.8 kbps 250 kbps

Receiver
Sensitivity (-97 dBm) (-110 dBm) @2.4 

kbps (-93 dBm) (-94 dBm)

Transmit Power 0 dBm (-20 to 10) dBm (-7.5 dBm) (-24 to 0) 
dBm

For our sensor platform, we decided to use the CC1000 short-range radio 

transceiver [64]. The main operating parameters of the CC1000 can be programmed via a 

serial bus, thus making the CC1000 a very flexible and easy to use transceiver. Important 

features of the CC1000 transceiver as stated in [64] are

• True single chip UHF RF transceiver

• Very low current consumption

• Frequency range 300 - 1000 MHz

• Integrated bit synchronizer

• High sensitivity (typical -110 dBm at 2.4 kBaud)

• Programmable output power - 20 to 10 dBm

• Small size (TSSOP-28 package)

• Low supply voltage (2.1 V to 3.6 V)

• Very few external components required

• No external RF switch / IF filter required

• RSSI output

• Single port antenna connection

• FSK data rate up to 76.8 kBaud
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• Programmable frequency in 250 Hz steps makes crystal temperature drift 

compensation possible without TCXO

• Suitable for frequency hopping protocols

• Easy-to-use software for generating the CC1000 configuration data

RSSKFO

Figure 5.7- Simplified Block Diagram of CC1000 [64]

A simplified block diagram of the CC1000 is shown in Figure 5.7. In receive 

mode the CC1000 is configured as a traditional super heterodyne receiver. After 

demodulation the CC1000 outputs the digital demodulated data on the pin DIO. 

Synchronization is done on-chip, providing data clock at DCLK. The RF output is 

frequency shift keyed (FSK) by the digital bit stream fed to the pin DIO. The internal T/R 

switch circuitry makes the antenna interface and matching very easy. The 3-wire digital 

serial interface (CONTROL) is used for configuration of the CC1000.

Data Modes on CC1000

The CC1000 can be configured for three different data formats:

1. Synchronous NRZ mode: The Non Return to Zero (NRZ) code is based on

voltage levels; a “0” is encoded as a low voltage, a “1” is encoded as a high 

voltage. In transmit mode the CC1000 provides the data clock at DCLK, and 

DIO is used as data input. Data is clocked into the CC1000 at the rising edge 

of DCLK. The data is modulated at RF without encoding. In receive mode the
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CC1000 does the synchronization and provides the received data clock at 

DCLK and data at DIO. The data should be clocked into the interfacing circuit 

at the rising edge of DCLK.

2. Synchronous Manchester encoded mode: Manchester code is based on 

transitions; a “0” is encoded as a low-to-high transition, a “1” is encoded as a 

high-to-low transition. This is shown in Figure 5.8. Data clocked in and out of 

the CC1000 should be in NRZ format. The data is modulated at RF with 

Manchester code. The encoding is done by the CC1000. In receive mode the 

CC1000 does the decoding and NRZ data is presented at DIO.

MaacJrote?

HSZ

-------------
Tirri*

Figure 5.8 -  NRZ and Manchester Mode [64]

3. Transparent Asynchronous UART mode: In transmit mode DIO is used as data 

input. The data is modulated at RF without synchronization or encoding. In 

receive mode the raw data signal from the demodulator is sent to the output. 

No synchronization or decoding of the signal is done in the CC1000 and 

should be done by the interfacing circuit. The DCLK pin is used as data 

output in this mode.

5.4.3 Extended Memory

Data processing algorithms and protocol implementation require large amounts of 

data to be stored. The available data RAM in the microcontroller is limited and therefore 

we added a data flash for secondary data storage. With the AT45DB041B [67] we found
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a serial peripheral interface (SPI) flash memory that is fast and which has very low power 

consumption.

AT45DB041B

The AT45DB041B [67] is an SPI compatible serial interface flash memory from 

Atmel. It is ideally suited tor a wide variety of digital voice-, image-, program code- and 

data-storage applications. It has a capacity of 4,325,376 bits which are organized as 2048 

pages of 264 bytes each. In addition to the main memory, the AT45DB041B also 

contains two SRAM data buffers of 264 bytes each. The buffers allow receiving of data 

while a page in the main memory is being reprogrammed, as well as reading or writing a 

continuous data stream. The write operation current consumption and access time is 15- 

35 mA and 7-14 ms respectively, whereas its read operation current consumption is 4-10 

mA. Figure 5.9 shows the pinout of the AT45DB041B.

5.4.4 Components for Sensing

Sensors are devices that detect the change in a physical condition. Sensors can be 

classified as either analog or digital devices depending on the type of output they produce. 

Many types of sensors exist, for example magnetometer, accelerometer, light, 

temperature, pressure, ECG, humidity, seismic, chemical, etc. Sensors have a startup time, 

in other words, there is minimum time after the sensor is turned on before it can collect 

sample data. It is desirable that the startup time be as small as possible because it is 

required to turn off the sensors to reduce energy when they are not being used.

The following sensors have been considered during the design process: 

accelerometer (ADXL202JE) and temperature sensor (AD7818), both from Analog

Figure 5.9 - AT45DB041B Pinout [67]



78

Devices. The AD7818 [68] has a 10-bit, single channel A/D converter with an on-chip 

temperature sensor. It has a 9 ps successive-approximation converter based around a 

capacitor DAC. It has an on-chip temperature sensor with an accuracy of +/- 2°C, and an 

on-chip clock oscillator. The AD7818 has a flexible serial interface that allows easy 

interfacing to most microcontrollers.

The ADXL202 [69] is a low cost, low power, complete 2-axis accelerometer with 

a measurement range of ±2 g. The ADXL202 can measure both dynamic acceleration 

(e.g., vibration) and static acceleration (e.g., gravity). The output is digital signals whose 

duty cycle (ratio of pulse width to period) is proportional to the acceleration in each of 

the 2 sensitive axes. These outputs can be easily measured by directly connecting them to 

a microcontroller, hence requiring no A/D converter or any other interfacing logic. The 

typical noise floor is 500 pg allowing signals below 5 pg to be resolved for bandwidths 

below 60 Hz.

Table 5.4 - Sensor Specifications

Type of Sensor Product
Type

Current
Consumption

Voltage
Range

Min/Max
Range Accuracy

Temperature
Sensor AD7818 2 mA 2.7-5.5 V -40 to 85 

Degree C 0.25 Degree C
Accelerometer ADXL202 0.6 mA 3-5.25 V (+/-) 2 g 25 mg

Humidity/
Temperature

Sensor
SHT7x 0.55 mA 2.4-5.5 V

0 to 100 
%RH & 
-23 C to 
123.8 C

0.03 %RH & 
0.01 C

The SHT7x [70] from Sensirion is a single chip relative humidity and temperature 

multi sensor module, which produces a calibrated digital output. It has a 14-bit analog to 

digital converter and a serial interface circuit on the same chip. The 2-wire serial 

interface and internal voltage regulation allows easy and fast system integration. Its tiny 

size and low power consumption makes it the ultimate choice for WSN. We did not put 

this on the sensor board, as we did not have enough free general purpose I/O pins on the 

MCU.
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5.4.5 Energy Source

The power supply block usually consists of a battery and a dc-dc converter 

(voltage regulator) giving the sensor node energy to communicate and monitor the 

environment. A voltage regulator MAXI 595 is added to the design, whose purpose is to 

maintain the output voltage at a fixed value of 3.3 V. The battery type will depend on the 

application. If there is no rechargeable energy source, a non-rechargeable battery is a 

good choice since they have higher energy density. Lithium-ion based batteries are 

chosen as energy source for the wireless sensor node prototype. These batteries are 

relatively inexpensive, with a typical capacity of 1.8 Ah at 3.7 V and typical footprint of 

19X65 mm.

5.4.6 Debugging

A JTAG (Joint Test Action Group IEEE1149.1) interface is used to program and 

debug the microprocessor. JTAG is an open standard. However, the JTAG standard only 

defines the communications protocol to use in the processor. How the JTAG connects the 

core elements and extension are specific to a particular manufacturer. Because the JTAG 

implementation is a serial protocol, it requires few microprocessor I/O pins. Table 5.5 

describes the pins for the IEEE 1149.1 JTAG interface. For debugging one LED is added 

to the prototype design. The programming and debugging of the microprocessor takes 

place through a JTAG interface.

Table 5.5 - JTAG Interface Pins

Pin Description
TCLK A clock input that synchronizes the JTAG port logical operations

TMS
A test mode select input that is sampled on the rising edge of the TCK to 
sequence the internal state machine controller (TAP Controller)

TDI The input test data stream that is sampled on the rising edge of the TCK
TDO The input test data stream that is sampled on the falling edge of the TCK

5.4.7 Development Environment

The development environment used for debugging and coding purposes is the 

IAR embedded workbench [72] and CrossWorks [73] from Rowley associates.
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5.5 Sensor Evaluation Board Design

5.5.1 CC1000 Application Circuit

AVDOJV

Few external components are required for the CC1000 to implement a successful 

radio channel. A typical application circuit is shown at Figure 5.10. There are five 

important blocks in the circuit.

The first block is an optional LC filter. This filter is used to reduce the emission 

of harmonics and increase the receiver selectivity.

The second part is the antenna matching circuit (C31, C41, C42, L41 and L32), 

which is used to match the transmitter and receiver pins to 50-ohm antenna impedance.

The third block is composed of voltage supply de-coupling capacitors (CIO, Cl 1, 

C l2, C13, C l4, C15 and C l6). These capacitors should be placed as close as possible to 

the voltage supply pins of the CC1000. The fourth block number is an inductor (LI01)
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used to determine the operating range of the VCO. The voltage-controlled oscillator 

(VCO) is completely integrated except for this inductor. The last block is the crystal 

oscillator circuit.

5.5.2 Interfacing CC1000 and MSP4301232

The CC1000 can be easily interfaced with any microcontroller, the only 

requirement is that the MCU has enough free general-purpose I/O pins. In the 

configuration mode, the CC1000 is programmed to work at a particular frequency and 

output power. Three I/O pins are required (one bi-directional and two output pins) to do 

this. The pins connected to PDATA (Programming Data) and PLCK (Programming 

Clock) can be shared with other circuitry, providing these circuits are not active when the 

configuration interface is active. The PALE (Programming Address Latch Enabled) 

signal must be a dedicated pin. For the data interface, two I/O pins are required, one bi

directional for DIO (Data Input/Output) and one input for DCLK (Data Clock). The pin 

used to interface with DCLK should be able to generate an interrupt on signal edges. 

Figure 5.11 shows the CC1000-MCU hardware interface configuration.

Figure 5.11 - CC1000 - MCU Hardware Interface [75]



82

CC1010 Configuration Interface

The CC1000 can be configured using the PCLK, PDATA and PALE signals. The 

configuration registers are also readable, so that the user can verify settings and read out 

the status of the averaging filter. Using general-purpose I/O pins to handle an interface in 

this way is often called “bit banging”. This approach is very flexible, as the user is free to 

use any I/O pins on the microcontroller, but can be somewhat slow when working with a 

slow microcontroller.

The other alternative is to use a synchronous serial interface to interface with the 

CC1000. The biggest advantage of using an SPI interface is that it can be much faster; in 

many cases the configuration can be performed with a clock rate of several MHz.

The RESET_N bit in the MAIN register should be reset, when the CC1000 is first 

powered up. Now all registers that need to be configured should then be programmed. 

Registers can be programmed freely in any order. The CC1000 should then be calibrated 

in both RX and TX modes. After this is complete, the CC1000 is ready for use.

pcL̂ u m j u m m r n j m R m n j —
Address Write mode Data byte

™̂XD©GXD(IXIXiŷ  KZXDdXZXDdXIXDCZ
PALE~\^_______________________________________ J

pcL7“ w u i n j u i n j  L J i n n i m j u i r ~
Address Read mode Data byte

Figure 5.12 - Step to Write or Read CC1000 Control Registers [75]
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The data interface can use any general-purpose I/O pins. The DCLK pin on the 

CC 1000 should be connected to an input pin that can generate an interrupt on the falling 

and raising edge to the MCU. DIO should be connected to a bi-directional I/O pin.

In transmit mode, the interrupt should be triggered on the falling edge of DCLK. 

When the interrupt occurs, the next bit to be transmitted should be written to the I/O pin. 

In receive mode, the interrupt should be triggered on the rising edge of DCLK. When the 

interrupt occurs, the data can be read from the I/O pin. The data transferred to/from the 

MCU are always NRZ coded, regardless of whether Synchronous NRZ or Synchronous 

Manchester mode is selected. The mode setting only affects the signal modulated onto the 

RF carrier. The Manchester encoding/decoding is performed by the CC1000. The DCLK 

signal will output a clock as long as the CC1000 is not in power-down mode.

The data interface can also be connected to a synchronous serial interface in the 

same way as the configuration interface. In this case, since the CC1000 provides the 

DCLK signal, the microcontroller must act as a slave. When receiving, byte 

synchronization must be handled by the microcontroller software. This involves detecting 

a start-of-frame (SOF) unique identifier, which is sent after the preamble. When this 

word is detected, the serial interface is enabled, and from there on out, the receiver is 

byte-synchronized with the transmitter [75].

The MSP430F1232 has one USART Module, which can be configured 

exclusively to work as an SPI module or a UART module. In our system, SPI mode of 

USART is used to interface the microcontroller to the external flash memory. Therefore 

CC1000 configuration and data interface are connected using general purpose I/O, i.e. 

“bit banging” is used to communicate between the CC1000 and the MSP430F1232. Table

5.6 gives MCU port mappings of the CC1000.

The operating frequency can be easily programmed in the CC1000 by correctly 

setting the frequency word in the configuration registers. There are two frequency words 

registers, namely A and B, which can be programmed for two different frequencies. One 

of the frequency words can be used for RX (local oscillator frequency) and other for TX

CC1000 Data Interface
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(transmitting frequency) in order to be able to switch very fast between RX mode and TX 

mode. The FSK frequency separation is programmed at FSEP (1:0) registers.

Table 5.6 - MCU Port Pin Mapping of CC1000

Pin Name Function Mapping on MSP430F1232
PDATA Programming Data General Purpose I/O P2.3
PCLK Programming Clock General Purpose I/O P2.4

PALE
Programming Address 

Enable Latch General Purpose I/O P3.7
DCLK Data Clock General Purpose I/O P1.1

DIO Data Input/Output General Purpose I/O P1.0

RSSI
Receive Signal Strength 

Indicator General Purpose I/O P2.1 (ADC)
CHP OUT Chip Out Single Pin Connector

The CC1000 has an in built RSSI (Received Signal Strength Indicator), which 

gives an analog output signal at the RSSI/IF pin. The RSSI/IF pin is an optional pin to 

interface to MCU. The RSSI should be turned off when not in use, as the RSSI circuitry 

consumes around 0.3 mA in receive mode [75], The analog voltage provided by RSSI is 

converted to a digital value by using an ADC, which is a microcontroller built-in 

peripheral. The RSSI output ranges between 0 and 1.2 V.

The RF output power is programmable and controlled by the PA_POW 

configuration register. Controlling the transmitter power and measuring the RSSI has 

many advantages. For example, the output power can be programmed to reduce the 

energy that is used to communicate to relatively close neighbors or vice versa. This can 

be used to minimize interference and also can be used to determine the relative position 

of the sensor node. Table 5.7 shows some values for output powers and the typical 

current consumption of CC1000 at 868/915 MHz. The minimum output power is -20 

dBm and the current consumption is 8.6 mA. At 0 dBm, the current consumption is 16.8 

mA. The maximum output power is 5 dBm at 915 MHz and the current consumption is

25.4 mA.
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Table 5.7 - Output Power and Typical Current Consumption at 868/915 MHz

Output
Power(dBm)

Current
Consumption(mA)

-20 8.6
-15 9.3
-10 10.1
-5 13.8
0 16.8
5 25.4

Antenna Selection

The key elements of antenna selection for any project are the antenna size 

requirements, operating frequency, radiation performance, ease of design and 

manufacturability. In many SRDs (Short Range Devices) the physical size is restricted, 

and hence the antenna ought to be small as well. Several PCB integrated antenna 

solutions were considered in our design. We chose Linx technologies “Splatch” [76] 

antenna for our sensor node.

Its correct function is critical to the performance of our overall device. “Splatch” 

was designed with very specific feed and mounting requirements [76], The single most 

critical element is to minimize the length of the feed trace (Transmission Line) to the 

antenna. The feed trace must be a micro-strip less than 0.25" long. Since the antenna does 

not present a true and stable 50-ohm match, the feed trace tends to lower the antenna’s 

resonant frequency. Figure 5.13 gives details of micro-strip formulas used for width 

calculations of the trace. Table 5.8 gives an example of these calculations.
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,, = Eri± + £ H  .

e 2 2 * VT+12

Er = Dielectric constant of PCB material

Figure 5.13 -  Microstrip Formulas [76]

Table 5.8 - Microstrip width calculation examples

Dielectric
Constant

Width/Height
(W/d)

Effective
Dielectric
Constant

Characteristic
Impedance

4.8 1.8 3.59 50
4 2 3.07 51

2.55 3 2.12 48
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5.5.3 Interfacing Flash Memory to MSP430F1232

The AT45DB041B is interfaced to the MSP430F1232 using the USART module 

configured in the SPI mode. The port mappings of the MCU are shown in Table 5.9.

Table 5.9 - MCU Port Mapping of AT45DB041B

Pin Name Function Mapping on MSP430F1232
CS* Chip Select General Purpose I/O P3.5
SCK Serial Clock SPI Mode, UCLK P3.3

SI Serial Input SPI Mode, SIMO P3.4
SO Serial Output SPI Mode, SOMI P3.2

WP*
Hardware page Write protect 

Pin Pulled Up to VCC
RESET* Chip Reset Pulled Up to VCC

GND Ground Ground

5.5.4 Interfacing Sensing Units to MSP430F1232

The AD7818 and the ADX202JE are interfaced to the MSP430F1232 using the 

general purpose I/O port pins on the MCU. The port mappings of the AD7818 and the 

ADX202JE interface to MCU are shown in Table 5.10 and Table 5.11 respectively. The 

AD7818 does not require any external components except for a decoupling capacitor 

between VCC and ground.

The ADXL202JE requires few external components for interfacing. An external 

resistor of 125 kohms connected to pin T2 of the ADX202JE fixes the pulse width of the 

output signal to 1 ms. The ADXL202 has provisions for band limiting the XFILT and 

YFILT pins. Capacitors are added at these pins to implement low-pass filtering for anti 

aliasing and noise reduction. The equation for the 3 dB bandwidth is:

F (-3dB) = 5 pF / C(x,y)

For a bandwidth of 500 Hz, capacitance value of 0.0 lpF is chosen for Cx and Cy. 

Also a decoupling capacitor of 0.1 pF is added between VCC and ground to remove noise.
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Table 5.10 - MCU Port Pin Mappings of AD7818

Pin Name Function Mapping on MSP430F1232
CONVST* Convert Start Signal Indicator General Purpose I/O P2.5

OTI* Over Temperature Indicator N/C
GND Ground Ground
V IN Analog Input Channel Ground

VDD Supply Voltage Supply Voltage VCC
DIN/DOUT Data In/out General Purpose I/O P2.2
RD/WR* Read/write Signal General Purpose I/O P3.6

SCLK Serial Clock General Purpose I/O P2.0

Table 5.11 - MCU Port Pin Mappings of ADX202JE

Pin Name Function Mapping on MSP430F1232

VDD Supply Voltage Supply Voltage VCC
COM Ground Ground

T2 Time Period
Connected to GND through 

an external resistor
ST Self Test Feature Ground

YFILT X Axis Band Limiting Pin
Connected to an external 
capacitor to set the BW

XFILT Y Axis Band Limiting Pin
Connected to an external 
capacitor to set the BW

XOUT X Axis Acceleration Output General Purpose I/O P1.2
YOUT Y Axis Acceleration Output General Purpose I/O P1.3

5.5.5 Voltage Regulator

A MAXI595 [77] voltage regulator is used to filter, regulate and boost the input 

supply voltage. The MAXI595 charge-pump regulator generates either 3.3 V or 5 V from 

a 1.8 V to 5.5 V input. It has been designed specifically for compact applications. Very 

few external components (only three small external capacitors) are required in a complete 

regulator circuit as shown in Figure 5.14.

A voltage divider circuit is added at the input of the voltage regulator to enable us 

to measure the voltage supplied from the battery using the ADC present on the MCU. 

This information can be used in networking algorithms to estimate and change the 

parameters of the algorithm.

The schematic and layout of the sensor node are presented in Appendices A and B.



Figure 5.14 - Application Circuit for MAX1595 [77]

5.6 Software Drivers

An important component of this project was the development of software 

components for the MSP430F1232. The system drivers are used to control, configure and 

provide services of the hardware components through a well-defined interface. Figure 

5.15 shows a general overview of the application peripheral interface implemented on the 

sensor node, i.e. the MSP430F1232.
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Communication Protocol Drivers

Sensing units 
Drivers

Timer Drivers MCU Config
Radio Drivers 

CC1000 Config
Flash Drivers SOFTWARE
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Power E Sensors Timers MCU RADIO Memory
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Figure 5.15 - Software Components Implemented on Sensor Node

5.6.1 Drivers

The major software components are:

• MCU Config - The MCU configuration block allows changing the MCU 

operating mode. The MCU has six different operating modes and is fully 

supported during interrupt event handling. There are the active mode (AM) 

and five low-power modes (LPMO, LPM1, LPM2, LPM3 and LPM4). We 

actually only need to use two operating modes, the active mode and the LPM3 

since this is the most economical operating mode that does not completely 

turn off all clocks.

• Timer Drivers - The MCU has a set of timers, which can be configured and 

set using this driver. Interrupt driven timer functionality has been 

implemented.

• Memory and Sensing Unit Drivers - The drivers for external flash memory 

(AT45DB041B) using the USART module on the MSP430F1232 is being 

currently developed. The drivers for temperature sensor (AD7818) and the 

accelerometer (ADXL202JE) are being currently developed. Those sensors 

are interfaced to the microcontroller using general-purpose I/O pins.

• Radio Driver - The radio driver configures the radio properties like output 

power, frequency, and physical layer configuration and it also controls the
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transmission and reception ot packets. The radio driver defines two queues, 

one for the transmit buffer and one for the receive buffer. The radio drivers 

use “bit banging” with a state machine (Figure 5.16) as suggested in [78].

Figure 5.16 - CC1000 Radio Driver State Machine
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6 Sensor Node Emulator

6.1 Introduction

We came up with an idea of developing a sensor emulator, in parallel with 

development of actual sensor nodes. The sensor emulator is part of the sensor network 

and emulates a large number of sensor nodes. Some of the benefits provided by sensor 

emulator are:

• Allows testing of different aspects of a communication protocol, for example 

error management.

• Emulates a large sensor network, without actually manufacturing a large 

number of sensor nodes.

• Makes the addition of new features to the protocol easy.

• Provides a data logging and data retrieving mechanism.

The Sensor node emulator can be adapted for any centralized wireless sensor 

network architecture. Besides the easy integration of new code, it provides a graphical 

interface useful for debugging or illustration purposes and a collection of tools that help 

in modifying or implementing new features easily. The code is still under development. 

This chapter gives an overview of what the emulator presently offers and what features 

are planned to be added to it.

6.2 Emulator Description

We chose to design the framework of the emulator in such a way as to allow easy 

modifications of the main parameters. In this section we will briefly introduce the sensor 

emulator and its main characteristics. This emulator is designed for sensor nodes, which 

work on our custom protocol {Variant A)', but with little modification, they can easily be 

extended to different custom made protocols, which would suit the needs of the user.

Its main features are:

1. The emulator would communicate with the Hub by exchanging messages at 

synchronous moments of a communication frame through a sensor node called
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“Micro-Emulator” (see Figure 6.1). This sensor node is identical to other sensor 

nodes.

2. The Micro-Emulator takes care of all the synchronization and wireless 

requirements, e.g. keeping track of timing, using its RF transceiver to transmit 

messages from the sensor emulator and to receive messages from the Hub.

3. The emulator also offers support for recording and retrieving data to simulate real 

time situations.

4. The Micro-Emulator will communicate with the sensor emulator by sending a 

command, the emulator will respond to it by sending the data for the sensor nodes 

being simulated.

5. The emulator can generate bit errors at the rate mentioned by the user.

6. Several graphical interfaces allow easy debugging of the variables. Simulations 

are easy to configure.

7. The initial development was done in Visual Basic, but as a part of another project 

we are implementing the same emulator using Visual C++, to improve efficiency.

8. One of the main advantages is the code flexibility. It can be easily modified to 

support different types of custom protocols.

The emulator communicates with the Micro-Emulator using the serial port of the 

PC. We are using either one of the sensor nodes or the CClOlO-based evaluation board as 

the Micro-Emulator. The Micro-Emulator receives the data from the emulator through the 

serial port and transmits the data out using the RF transceiver on board. This procedure is 

followed the other way too, with the RF transceiver receiving data wirelessly from the 

Hub and transmitting it to the PC through the serial port. The complete centralized 

wireless sensor network architecture using the sensor emulator is shown in Figure 6.2.
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Sensor Emulator Micro Emulator

Figure 6.1- Emulator Hardware

Sensor Emulator Micro Emulator

RS232 Voltage 
Level Converter

RF Transceiver

HUB

Figure 6.2 - The Complete System Using Sensor Emulator

6.2.1 Emulator Fields

The complete description of all the parameters that can be set in the emulator 

shown in Figure 6.3 is given below.

• Number o f Sensors: This field would indicate the number of sensors we are going 

to simulate.

• Header Byte: This is the byte, which is being used in the protocol as a header 

byte; in our protocol 0x55 is being used, as specified by the manufacturer.
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• Time between Frames: This indicates the time between two consecutive frames; 

this value is sent by the Hub before the auto configuration of the sensor network, 

during the wakeup message.

• Byte Error Rate: This is part of RF noise simulation where a random bit is 

negated to generate a random bit error. This is generated at a rate mentioned in 

this field.

• Number o f Data Payload Bytes: This field gives the actual number of data bytes 

being sent by the sensor node in one frame.

• Slot Width: This is the time allotted to each sensor node to transmit their data in a 

communication frame; this value is also transmitted by the Hub along with the 

frame width before the auto configuration of the sensor network is initiated.

• Checksum Length: This is the number of bytes used in calculating the checksum 

for each message send by a sensor node or the Hub.

• Calc Checksum: This is the calculated check sum of the recently received 

message from the Hub.

• RCVD Checksum: This is the actual received check sum as a part of the recently 

received message from the Hub.

• PACKETS - Good & Bad: This count is updated depending on Calc and RCVD 

checksums. This displays total number of packets received correctly and also the 

number of packets that had an error.

• RxIndvData & RxGlobalData: This field is updated depending on the latest 

individual and global message type received from the Hub.
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Figure 6.3 - Sensor Emulator

6.2.2 Emulator Buffers

The emulator buffer as shown in Figure 6.4 displays the latest data received and 

transmitted by the emulator.
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Figure 6.4 - Emulator Buffers

6.2.3 Sensor IDs

In the Sensor IDs window as shown in Figure 6.5, we can specify the ID’s of the 

sensor nodes we are going to emulate.

Figure 6.5 - Sensor ID’s

6.2.4 Sensor’s Acks

The “Sensor Acks” window, shown in Figure 6.6, would give us a way of 

generating NAK/ACK‘s for a particular sensor node. If a value is entered in “NAKs to 

Hub ” field for a sensor node, it will make the emulator react as if it has received an 

invalid message from the Hub. This will make the emulator generate a NAK for the Hub,
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which will make the Hub react by resending the previous message again. This option is 

used for debugging purposes.

We can enable “NAKfrom Hub” to receive a NAK from the Hub. This option is 

helpful in debugging the emulator, to determine how it reacts when a NAK is received 

from the Hub and when the emulator is resending the previous message. Also the "Time 

out’ option can be enabled if we want the emulator to send wrong messages continuously 

for a sensor node to the Hub, which will cause the Hub to remove the sensor node from 

the network.
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Figure 6.6 - Sensor Node’s ACK/NAKs

6.3 Variant A Protocol Implementation

Figure 6.7 shows the network auto configuration procedure involving 

nodes with ID numbers 1 and 3.

sensor
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Auto Config Msg from 
HUB to Sensor ID #2

Figure 6.7- Auto Configuration Example

Figure 6.8 shows data logging example using sensor emulator in the network. 

Figure 6.9 shows dynamic slots implementation example.

Start of FRAME

Auto Config Msg from
HUB to Sensor ID #1 ^uto Config Msg response from 

emulator to Sensor ID #1

Auto Config Msg from 
HUB to Sensor ID #3

Auto Config Msg response from 
emulator to Sensor ID #3
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Start of FRAME#2
c. * (cd a iv/ic+h Message from Sensor Message from Sensor
Start of FRAME#! ID#1 &aSL0T#1 ID#B&SLOT#2

Data for sensors are obtained one slot in advance by 
the micro EMULATOR

Figure 6.8 - Data Logging Using Sensor EMULATOR
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Start

Figure 6.9 - Dynamic Slot Implementation Example

6.4 Future Work

As future work we plan to add some more features. The most important one is 

related to making a library with different variants and types of custom communication 

protocols. Other additional features include an automatic statistical data collection and 

representation, a central database for data collection, etc.

Message from Sensor Message from Sensor
|D#1& SL° T #1 ID#3& Dynamic SLOT #1

°Start of FRAME#2 Messa9e from Sensor
ID#3 & SLOT #2
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7 Energy Consumption and Performance Analysis

This chapter discusses energy consumption calculations and measurements. A 

basic energy model for a sensor node is presented which is used to estimate the battery 

life for sensor nodes in various configurations. The basic range measurement results of 

sensor node are also presented.

7.1 Definitions

Power is defined as voltage times current, and power can also be defined as 

energy consumed per unit time,

P = V * I ,an d  (7-1)

P = E/t (7.2)

So from equations 7.1 and 7.2 energy consumption is given as

E = P * t = V * l * t  (7.3)

Our sensor node consists of several components, such as radio, flash memory, 

microcontroller, voltage regulator, and sensors. Each component is characterized by a set 

of possible states. Table 7.1 shows different states and current consumption of all the 

components present in the sensor node. The total current consumption of a system, in any 

given time, will be the summation of each component's current consumption.

Table 7.1 - Sensor Node Power Budget

MSP430F1232 Microcontroller
Power Down (LPM3) -  1 ,6|jA Active -  1,2mA Idle -  0.7pA

CC1000 RF Transceiver
Power Down -  0.2 pA Transmit -  21.3 mA @4 dBm Receive -  9.6 mA

Flash Memory AT45DB041B
Stand by -  2 pA Write -1 5  mA Read -  4 mA

Temperature Sensor AD7818
Power Down -  2 pA @3 V Active -1 .3  mA @3 V

Accelerometer ADXL202JE
Active -  0.6 mA

Given a set of component states, the power consumption of a sensor node will be 

a sum of the energy consumptions of all the components, i.e.:
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M  N
EXotal = Z  ZV n *In * tn

m=1 n=l

For our sensor node, the above-generalized equation gets modified to equation

ETotal= Z V * I n * tn (7.4)
n=l

Where ETotal is the total energy consumption, V is the supply voltage, is the

sum of current consumptions of all the components for state n, is the time of execution 

for state n, and N is the number of states.

If R is the bit transmission rate, then energy consumed per bit transmission (J/bit) 

is given by:

Eb = V * I Tx/R (7.5)

These fundamentals can be used to calculate energy consumption of the sensor 

node in terms of the custom communication protocol parameters like number of header 

bytes, number of data payload bytes, etc. The total energy dissipation will be the sum of 

energy dissipated by the voltage regulator, and by the rest of the components present on 

the sensor node. For example, the equation for energy dissipation of the MAXI 595 

voltage regulator is [77]:

Et- i = Pk,T «I *1 sec = ( 2 V„ -  VM ) * Iw  + V „  * I^ , (7.6)

E Total = ^Diss Total * 1 SeC = (2 * V,n * IGut ) (2-7)

Where Iout, Vin and V0ut are the total output current, input voltage and regulated 

output voltage of the voltage regulator respectively.

For calculating the average current consumption we will use the approach similar 

to the one used in [79]. The explanation of all the terms is given in Table 7.2.

(7.4)
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Out

(t Txwakeup Txwakeup ' TxRate 

C ^T xPL  +  N  TxOH b y te ^ T x x R a te  

Rxwakeup^Rxwakeup )^RxRate 

(N RxPL +  N Rx0H )t byte I f RxRate +

O' PowerDown  ̂PowerDown ^PowerDown )

 ̂AD7818_sensing  ̂AD7818_sensing ̂ AD7818_sensing 

 ̂ADX202JE sensing ̂  A DX202JE sensing ^ADX202JE sensing

t T fFlash access Flash access Flash access

t PowerDown  ̂PowerDown
AD7818_PD ̂  AD7818 PD ^ADX202JE PD^ADX202JE PD +

CC1000 PD^CC1000 PD +  ^ u ^ P D ^ u C  PD " ^ F la sh  PD^Flash PDJ

Table 7.2 - Variables Used in Energy Calculations

t &  tTxwakeup Rxwakeup
Time to Wake up the RF Transceiver in Transmit 
and Receive modes respectively

I &  ITxwakeup Rxwakeup

Current Consumption during wakeup of RF 
Transceiver in Transmit and Receive modes 
respectively

f*
TxRate

Frequency of data transmission, i.e. inverse of time 
between two consecutive frames.

N TxPL Number of valuable data payload bytes to transmit
N TxOH Number of overhead bytes to transmit

^byte Time to transmit or receive a byte

^Tx Current consumption in the transmit mode of Radio
f

RxRate Frequency of data reception
N RxPL Number of valuable data payload bytes to receive
N RxOH Number of overhead bytes to receive

I rx Current consumption in the receive mode of radio

 ̂AD7818_sensing
Time spent in reading the data out of AD7818 
temperature sensor

 ̂AD7818_sensing
Current consumption of AD7818 during sensing the 
data

f*
AD7818_sensing

Frequency of sampling the temperature data out of 
AD7818

 ̂ADX202JE_sensing
Time spent in reading the data out of ADX202JE 
accelerometer

 ̂ADX202JE_sensing
Current consumption of ADX202JE during sensing 
the data
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Table 7.2 (cont’d) - Variables used in Energy Calculations

f
ADX202JE_sensing Frequency of sampling the data out of ADX202JE

 ̂Flashaccess
Time spent in accessing the flash, including read 
and write operations

 ̂Flash access Current consumption during accessing the flash

f
Flashaccess Frequency of accessing the flash

V In The input voltage to the voltage regulator from 
battery source

V 0ut The output voltage from the voltage regulator, which 
is supplied to all the components on the node

AD7818PD
Current consumed by Temperature sensor in power 
down mode

ADX202JEPD
Current consumed by Accelerometer in power down 
mode

CC1000 PD
Current consumed by RF transceiver in power down 
mode

* uC P D
Current consumed by Microcontroller in power down 
mode

* Flash PD Current consumed by flash in power down mode

AD7818 PD
Time spent by Temperature sensor in power down 
mode

ADX202JEPD Time spent by Accelerometer in power down mode

CC1000 PD Time spent by transceiver in power down mode

uC P D Time spent by Microcontroller in power down mode

FlashPD Time spent by flash in power down mode

PowerDown
Current consumption during power down mode (all 
components)

1 PowerDown Time spent in power down mode (all components)
f*

PowerDown Frequency of power down mode (all components)
Ê Total Total Energy per one second

7.2 Power Budget

In this section, we discuss and analyze the power budget for the sensor node. 

Table 7.1 shows the current consumption of the major components of the sensor nodes. 

Some values are taken from datasheets and some are measured by us. The energy budget
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can be obtained using the formula presented in the above section. In this budget analysis 

only the sensor node calculations are analyzed rather than those for the Hub. All the 

scenarios considered below are just trying to explain the usefulness and efficiency of the 

sensor node working on our application specific communication protocol.

7.2.1 Case A

In this case, we will analyze the general case of logging the data to the Hub using 

the custom communication protocol ( Variant A). In Variant A of the communication

protocol there are a maximum of 15 sensor nodes supported; we will now calculate the

average energy consumption of a sensor node in this case. We will assume the following 

holds:

• Distance between two consecutive frames is T Frame= 2.5 s.

• Rate of sampling the temperature sensor data is 1/ (2.5) s.

• Communication slot width used in the frame is T siot= 20 ms.

• RF Communication baud rate is R Baud = 9600 bits/s.

• Transmit output power is To/p = 4 dBm.

• Accelerometer is not used and is shut down using a low power digital switch

MAX4715 (which is going to be implemented in the new version of the

sensor evaluation board).

• Because data is transferred after each sampling, there will be no reading and 

writing to the flash.

• Error free communication between the Hub and the sensor nodes.

• The wake up time for RF transceiver in transmit (Figure 7.2) and receive 

(Figure 7.1) modes is measured to be 6 ms.

• Average current consumption during wakeup of transceiver in receive and 

transmit mode is measured to be 4.7 mA and 3.62 mA respectively (as shown 

in Figure 7.1 and Figure 7.2). The images shown in Figure 7.1 and Figure

7.2 are captured on the oscilloscope using the custom build board to sense the
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current consumption changes. The details of the procedure and the board 

design can be found in [79].

Figure 7.1- Average Current Consumption of CC1000 in Receive Wakeup mode

Figure 7.2 — Average Current Consumption of CC1000 in Transmit Wakeup Mode

• One data message from a sensor node to the Hub contains 4 preamble bytes + 

2 sync bytes + 3 data bytes +1 byte of HubID + 1 byte of Sensor ID + 1 byte 

of Check Sum = 12  bytes of data = 12*8 bits. The RF bit rate is 9600 bits/s, 

which leads to 10 ms of transmit data to Hub.
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• One data message from Hub to sensor node contains 4 preamble bytes + 2 

sync bytes + 3 data bytes +1 byte of HubID + 1 byte of Sensor ID + 2 ACK 

bytes + 1 byte of Check Sum = 14 bytes of data = 14*8 bits. The RF bit rate is 

9600 bits/s, which leads to 11.66 ms of receive data from Hub. All the 

variables used in the equation (7.6) are given in Table 7.3.

Table 7.3 - Energy Equation Variables for CASE A

^Txwakeup &  

 ̂Rxwakeup

Time to Wake up the RF Transceiver in 
Transmit and Receive modes respectively 6 ms & 6 ms

IT , &Txwakeup 

 ̂Rxwakeup

Current Consumption during wakeup of RF 
Transceiver in Transmit and Receive 
modes respectively

3.62 mA & 4.7 mA

f
TxRate Frequency of data transmission (1/2.5) Frames/s

NiN TxPL
Number of valuable data payload bytes to 

transmit 3 bytes

NiN TxOH Number of overhead bytes to transmit 4 preamble+2sync+3 
overhead

^byte Time to transmit or receive a byte (1/9600)*8 s

ITx
Current consumption in transmit mode (pC 

and Radio) (21.3 mA+1.2 mA)
f
1 RxRate Frequency of data reception (1/2.5) Frames/s

N RxPL
Number of valuable data payload bytes to 
receive 3 bytes

NiN RxOH Number of overhead bytes to receive 4 preamble+2sync+3 
overhead

I rx
Current consumption in receive mode (pC 
and Radio) (9.6 mA+1.2 mA)

^AD7818 sensing
Time spent in reading the data out of the 
temperature sensor Measured to be 0.65 ms

 ̂AD7818_sensing
Current consumption of the sensor during 
sensing the data 1.3 mA (active mode)

f
AD7818 sensing Frequency of sampling the sensor data 14.5

 ̂ADX202JE_sensing
Time spent in reading the data out of the 
accelerometer 0

^ADX202JE_sensing
Current consumption of the accelerometer 
during sensing the data 0

f
A ADX202JE_sensing

Frequency of sampling the accelerometer 
data 0

 ̂Flash access
Time spent in accessing the flash, including 
read and write operations 0

 ̂Flash access
Current consumption during accessing the 
flash 0

f
Flashaccess Frequency of accessing the flash 0



110

Table 7.3 (cont’d) -  Energy Equation Variables for CASE A

VIn The input voltage to the voltage regulator 
from battery source 3.7 V

v0ut
The output voltage from the voltage 
regulator, which is supplied to all the 
components on the node

3.3 V

AD7818PD
Current consumed by Temperature sensor 
in power down mode 0.2 pA

* ADX202JE PD
Current consumed by Accelerometer in 
power down mode 0.01 nA

*CC1000PD
Current consumed by RF transceiver in 
power down mode 0.2 pA

uC P D
Current consumed by Microcontroller in 
power down mode 1.6 pA

A FlashPD
Current consumed by flash in power down 
mode

4 mA for Read and 15 
mA for write

AD7818PD
Time spent by Temperature sensor in 
power down mode 2.5 s -  1 ms

ADX202JEPD
Time spent by Accelerometer (switch) in 
power down mode 2.5 s

CC1000 PD
Time spent by RF transceiver in power 
down mode

2.5 s-10 ms-11.66 ms-6 
ms- 6 ms

uC P D
Time spent by Microcontroller in power 
down mode

2.5 s-10 ms-11.66 ms-6 
ms- 6 m s-1 ms

Flash PD Time spent by flash in power down mode 2.5 s

PowerDown
Current consumption during power down 
mode (all components)

PowerDown
Time spent in power down mode (all 
components)

F
Total Total Energy per unit frame

Plugging in all the values in the modified equation (7.7) to calculate total current 

consumption:

,)fT

[ byte^Tx^T  

Rxwakeup  ̂Rxwakeup )fR

,)tt

 ̂AD7818_sensing  ̂AD7818_sensing ̂ AD7818_sensing

Ôut “

Txwakeup  ̂Txwakeup ^ TxR ate  

C ^T xP L  ^ T x O H  )^byte^Tx^TxRate +  

 ̂Rxwakeup  ̂Rxwakeup ^^RxRate 

(N RxPL N )t byte I fRxRate +

t I fL ADX202JE_sensing1 ADX202JE __sensing1 ADX202JE_sensing

^Flash access^Flash access ̂ Flash access + (t PowerDown PowerDown PowerDown
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 ̂PowerDown  ̂PowerDown
VXCIOOO PD^CCIOOO PD AD78I8 PD^AD78I8 PD +

■*"^uC PD^uC PD "*"^ADX202JE PD^ADX202JE PD  ̂Flash PD^ Flash Pd )

Ôut

(6ms)(3.62mA)(l/2.5) +
(3 + 9)(8/9600)(21.3 mA +1.2 mA)(l/2.5) +
(6 ms)(4.7mA)(l/2.5) +
(3 +11)(8/9600)(9.6 mA +1.2 mA)(l/2.5) +
(0.65 ms)(l .3 mA +1.2 mA)(l/2.5) +
((2.5 s -1 0  ms -11.66 ms -  6 ms -  6 ms)200 nA(l/2.5) +
+ (2.5 s -1  ms)200 nA(l/2.5) +
((2.5 s -1 0  ms -11.66 ms -  6 ms -  6 ms -  0.65 ms)160 nA(l/2.5) + 
(2.5 s)0.01 nA(l/2.5) + (2.5 s)2 uA(l/2.5)

IGut = 0.165037 mA

7.2.2 Case B

In Case A an error free transmission was considered; now let us assume that we 

have an error with a probability of P. All other assumptions in Case A are still valid in 

Case B.

Let us assume that probability of error P = 10~3, i.e., we have a probability that for 

103 messages transmitted, we have on average 1 message in error. Then total current 

consumption calculations are not much different than in case A:

Total current consumption = Total current consumption in “CASE A” + 

probability of error * Current consumption for one slot of data transmission -  current 

consumption of one slot width of power down mode for MCU & RF transceiver.

 ̂Total ^Total-CaseA ^Error OneExtraDataMessage  ̂OneSlotofpowerdownmode )

(6 ms(3.62 mA)) +
(3 + 9)(8/9600X21.3 mA +1.2 mA) - 
(2.5 s -1 0  ms -  6 ms)200nA -  
(2 .5s-10m s-6m s)160nA

ôtai = 0.165037mA + 10“3 *(1/2.5)

!Total = 0.165037 m A + 1 0 -3 *101210.304 nA
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As we can see, the portion of current consumption because of the retransmission 

is negligible. So now let us assume that we have error probability of 1 O'2, in this case let 

us calculate the current consumption.

I^ 1  = 0.165037 mA + 10~3 *101210.304 nA 

ITotal = 0.165037 m A +1012.10304 nA 

1 Total =0.1660491 mA

There is some difference in current consumption, but it is still negligible. So the 

total current consumed by the sensor node due to dynamic retransmissions of data 

messages is negligible.

7.2.3 C aseC

In this Case, let us assume that frequency of sampling or collecting the data from 

sensors is greater than frequency of data message transmission to the Hub. Assume that 

the sensor node samples temperature sensor data 10 times a second. The average of this 

reading is sent to the Hub. All other assumptions in Case A are valid in Case C too. We 

also assume that energy consumed by microcontroller while evaluating the average is 

negligible.

'(6 ms(3.62mA))(l/2.5) +
(3 + 9)(8/9600)(21.3 mA +1.2 mA)(l/2.5) +
(6ms)(4.709mA)(l/2.5) +
(3 + 11)(8/9600)(9.6 mA +1.2 mA)(l/2.5) +

I Out = (0-65 ms)(l .3 mA +1.2 mA)(10)+ =>=+=> Active Sensor Mode Calculation 
(2.5 s - 1 0 m s - l l  .66 ms -  6 ms -  6 ms)200 nA(l/2.5) +
+ (1 s — 1 ms * 10)200 nA+ =>=>r̂ > Sleep Mode Calculation 
((2.5 s -10  ms -11.66 ms — 6 ms — 6 ms)160 nA(l/2.5) — (0.65 ms * 10)) + 
(2.5 s)0.01 nA(l/2.5) + (2.5 s)2 uA(l/2.5)

I0ut =0.180625 mA
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Therefore the increased sampling frequency in this case brings an increase in the 

current consumed by the sensor node.

7.2.4 Case D

Instead of sending the average of the samples as in Case C, all the samples are 

embedded in a single message, and are sent to the Hub. This will increase the size of 

message and the time spent by the sensor node in transmission. To simplify calculations 

we are assuming that the microcontroller is in the active mode during data transmission, 

which does not have to be the case. All other assumptions in Case A are valid in Case D 

too.

(6ms(3.62mA))(l/2.^ +
(3*10*2.5 + 9)(8/9600X21,3mA +1.2 mA)(l/2.5> => RF Extra BytesTx 
(6ms)(4.709)(l/2.5)+
(3 + 11 )(8/960Q)(9.6 mA +1.2 mA)(l/2.5)+ 

i _ (0.65ms)(1.3mA + 1.2mA)(10)+
(2.5 s — 70 ms -1 1 ,66ms -  6 ms -  6 ms)200nA(l/2.5)f => Sleep Mode Calculation 
+ (1 s -  0.65 ms * 10)200nA +
((2.5 s -  70 ms -1 1 .66ms -  6 ms -  6 ms)(l /2.5)- 0.65 ms * 10) 160nA + 
(2.5s)0.01nA(l/2.5)+

_(2.5s)2uA(l/2.5)

IGut -  0.720582 mA

Therefore there is a huge increase in current consumed by the sensor node, when 

raw data is directly sent to the Hub instead of partially processed data.

7.2.5 Case E

Instead of embedding all the samples in a single message and sending them to the 

Hub every frame, we will take the average of samples periodically and store that data in 

the on-board flash memory. When we have to send the data to the Hub, we would read 

the periodic average samples stored from the flash, embed them into a single data 

message and send it to the Hub. In this case the accelerometer is used instead of the 

temperature sensor.
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Assumptions:

• Accelerometer is sampling at 60 Hz, which is good enough to monitor the

motion of the sensor node up to a resolution of 5 mg [69].

• Since accelerometer produces lots of data, the processing time spent by

microcontroller is not negligible. Hence we assume that periodic averaging 

algorithm used by the microcontroller has 250 instructions. Since the 

microcontroller works at 4 MHz, it would take around 50 microseconds to 

execute the periodic averaging algorithm.

• Distance between two consecutive frames is T frame= 900 s (15 minutes).

• Rate of periodic averaging is 5 Hz, i.e. the averaged sample data will be

stored in the flash every 5 seconds.

• All other assumptions in Case A are valid in Case E too.

I()ut —

(6 ms(3.62 mA ))(l/900) +
(3 * 0.2 * 900 + 9X8/9600X21.3 mA +1.2 mA)(1/900) +
(6 ms)(4.709)(l/900) +
(3 +11X8/9600X9.6 mA +1.2 mA)(l/900) +
(1 ms)(0.6 mA +1.2 mA)(0.2) +
540 * (8/9600) * 4 mA * (1/900) + 7 * (8/9600) * 15 mA * (1/5) +
50 us * 1.2 mA * 0.2+ =+=>... Averaging Algorithm Proc. Time
(900 s -  (3 * 0.2 * 900 + 9)(8/9600) ms -11.66 ms -  6 ms -  6 ms)200 nA(l/900) +
+ (ls)200nA +
((900 s -  (3 * 0.2 * 900 + 9)(8/9600) ms -11.66 ms -  6 ms -  6 ms )
* (1/900) -1  ms * 60 - 304 * (8/9600)(1/900) - 7 * (8/9600)(l/5))l 60 nA +
(900 -1 ms * 60)0.01 nA(l/900) +
(1 -  540 * (8/9600)(l/900) - 7 * (8/9600)(l/5))0.2 uA

I0ut = 0.146756 mA

Therefore if we do enough processing on the raw data and decrease the amount of 

data transmitted to the Hub, we can increase the lifetime of the sensor node.
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7.2.6 Battery Characteristics

The discharging voltage of Lithium-ion batteries changes depending on the 

discharge current, ambient temperature and other conditions, but it is 3.7 V on average, 

which is about three times that of Ni-Cd and Ni-MH. This higher discharging voltage is 

one of the major advantages of lithium-ion. For example appliances driven by 3-4 V, 

need three series of Ni-MH whereas only 1 series of Lithium-ion is needed.

Figure 7.3, Figure 7.4 and Figure 7.5 show the relation between capacity, 

discharge rate, voltage and temperature [81] for Lithium ion batteries. Figure 7.6 shows 

the relation between voltage and discharge capacity for Ni-MH batteries.

Figure 7.4 Discharge Rate Characteristics with Change in Temperature for Li-ion [81]
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Figure 7.5 Characteristics of Capacity versus Discharge Current for Li-ion [81J
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Figure 7.6 - Voltage versus Discharge Capacity for Ni-MH [82]

7.2.7 Lifetime Estimation

As a rechargeable energy source for the wireless sensor node prototype, we have 

considered and investigated two options, Lithium ion and Ni-MH technology batteries. 

Lithium ion batteries have higher output voltage (3.7 V), as compared to Ni-MH (1.2 V). 

Two series of Ni-MH or only 1 series of Lithium ion is needed to generate required 

voltage on the sensor node. Lithium ion has a stable voltage of 3.7 V during 90% of its 

lifetime, whereas Ni-MH is at 1.2 V for 70% of its lifetime. We use 3.7 V and 1.2 V for 

Lithium ion and Ni-MH respectively during lifetime estimation calculations.
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Table 7.4 - Lifetime Estimation Comparison for Different Standard Sanyo Batteries

Battery
Types

O/P
Volt.

Battery
Capacity

mA-Hr

Total Current Consumption 
mA Lifetime in Days

Case A Case C Case E Case A Case C Case E
Li-ion Cell 
UF383450 
P

3.7 V 580 0.165 0.180 0.1467 73.21 66.8 82.33

Ni-MH,
HR-AAU 1.2 V 1650 0.165 0.180 0.1467 208.28 190.31 234.23

Li-ion Cell 
UF18500F 3.7 V 1500 0.165 0.180 0.1467 189.35 173 212.93

Li-ion
CellUF186 
50 F

3.7 V 2100 0.165 0.180 0.1467 265 242.2 298.11

In real time scenarios it may not be necessary to sample and send the data every

2.5 seconds, as it was in the above calculations. The sampling of data will depend on the 

type of application or environment the wireless sensor network is monitoring. However, 

some applications require higher sampling rates. Table 7.5 shows the reduction of the 

lifetime of a sensor node for increasing sampling rates. The battery used in this 

calculation is Lithium ion with 2100 mA-Hr capacity.

Table 7.5 - Lifetime Estimation with Changing Sampling Rate

Sampling Rate in Hz
Total Current Consumption 

mA Lifetime in Days
Case A Case A

3 0.169258 258.38
10 0.180 242.0
60 0.2618 167.1

Table 7.6 shows the changes in the lifetime of a sensor node when the time 

between two frames increases. We can see that as the time between two frames increases 

the lifetime of a sensor node does not increase linearly as at the beginning. The reason for 

that is that as time between two frames increases, the sampling of sensor data on the 

sensor node will be more dominant. The battery used in this calculation is Lithium ion 

with 2100 mA-Hr capacity.
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Table 7.6 - Lifetime Estimation with Changing Time Between Consecutive Frames

Distance between 
Frames in Sec

Total Current Consumption 
mA Lifetime in Days

Case E Case E
10 0.182153 240.1
60 0.152324 287.21

900(15 min) 0.146756 298.11
3600(1 Hr) 0.146457 298.72

Figure 7.7 shows current consumed by the sensor node, during a normal 

communication frame. To dynamically measure the current consumption we used a high

speed digital acquisition board (NI PCI-6115 [80]) and a custom build board to sense the 

current consumption changes. The details of the procedure and the board design can be 

found in [79].

Sensor Node Current Consumption Measurements
Current Consumption

32.0

30.0

28.0

26.0

24.0-

22.0 -

P 12.0-

2.0
00:0000 :00:02

Time

Current Consumption of Sensor Node, during Normal Communication with the Hub. 
|  " Figure Captured using LabVIEW",
Current Consumed in Transmit Mode : 24.5 mA 
Current Consumed h Receive Mode : 14.1 mA

Figure 7.7 - Current Consumption Calculations



119

7.3 Message Error Rate Measurements

The basic message error rate measurements for the sensor node have been 

performed and its results are shown below. Three different power sources have been 

considered, non-rechargeable AA batteries, rechargeable AA batteries, and Lithium ion 

battery. Figure 7.8 shows the measurements for non-rechargeable AA batteries for 

different combinations of antennas available with us. Figure 7.9 shows the measurements 

for non-rechargeable AA batteries, rechargeable AA batteries, and Lithium ion battery 

for one antenna combination, where a splatch antenna is transmitting messages and an LP 

series antenna is receiving the data.

Figure 7.8 - Message Error Rate Calculation for Non-Rechargeable Batteries

Figure 7.9 - Message Error Rate Calculation for Different Batteries
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8 Conclusions and Future Work

8.1 Conclusions

We have presented the design and implementation of a wireless sensor network 

platform and testing environment, which has energy efficient, centralized wireless sensor 

network (WSN) architecture. In the basic introduction of WSN its advantages over 

conventional sensing techniques has been discussed. An introduction to current research 

projects in the field of environmental and medical monitoring using WSN has been given. 

A basic introduction to current prevailing techniques and our suggested WSN solution in 

the field of wildlife tracking and physiological monitoring has been discussed.

The importance of a communication protocol for the efficient operation of WSN 

has been discussed. A brief introduction to Bluetooth and Zigbee standards has been 

given. The importance and advantages of application specific communication protocol 

design has been discussed. We also presented a framework of our custom communication 

protocol in the context of centralized WSN architecture.

We discussed different design considerations for the Hub in a centralized WSN 

architecture. We also presented a survey of different components for the design of sensor 

nodes, and design considerations for a low-power consuming WSN. The sensor node 

platform developed by us can be taken as a starting point in further development of an 

energy efficient WSN. We also define and present a sensor node emulator, used to 

emulate a number of sensors, which can be used in other projects. Using the sensor 

emulator in a project will remove the need to actually build a large number of physical 

sensor nodes.

A basic energy model for a sensor node is discussed, which is used to estimate the 

battery life for sensor nodes in various configurations. This can be quite useful in further 

sensor node development.
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8.2 Future Work

What we have discussed and presented in this thesis is just a start toward a more 

comprehensive WSN testing environment. Currently only a limited number of sensor 

nodes have been manufactured, so manufacturing a large number of sensor nodes and 

testing our WSN implementation for wildlife tracking and physiological monitoring 

should be interesting. A few modifications suggested to the design of the sensor node are

• Use a different MSP430 microcontroller with more on-chip data RAM.

• Increase the range by using a different type of antenna.

• Embed the hardware for power consumption measurements into the sensor 

node.

Currently, the sensor emulator is implemented in Visual Basic; implementing it in 

more efficient Visual C++ should be beneficial. At present only Variant A of the 

communication protocol has been implemented in the sensor emulator. Having a pool of 

communication protocols drivers from different application specific protocols to the 

Zigbee standard should be beneficial.
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Appendix A -  Sensor Evaluation Board Schematics

All the Sensor Evaluation board schematics were done using CADENCE APD 

tools [83],
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Figure A.1 -  Sensor Evaluation Board
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Figure A.3 -  Sensor Evaluation Board -  CC1000 RF Transceiver
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Appendix B -  Sensor Evaluation Board Layouts 

Top Layer Etch

Figure B.l -  Top Layer Etch



Bottom Layer Etch
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Figure B.2 -  Bottom Layer Etch



Top Layer Silk Screen

Figure B.3 -  Top Layer Silk Screen



Top Layer Solder Mask

Figure B.4 -  Top Layer Solder Mask
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Appendix C -  Bill of Materials

Table C.l -  Bill of Materials for Sensor Evaluation Board

DATE: 23-Jul-04

Part Name Ref
JEDEC TY 
PE

Q
t Price

1-10
Price

>1000
Total 1- 

10 Total > 1000
3PIN HDR U5 JUMPER3 1 $1.540 $0,864 $2.37 $0.86
AD7818 U7 AD7818 1 $5,000 $2,100 $5.00 $2.10
ADXL210JE U10 LCC8 1 $15.30 $8,500 $15.30 $8.50
AT45DB041B 
FLASH U6 SOIC 8 1 $3,440 $2,280 $3.44 $2.28

CAPACITOR-
0.1UF

C401.C 
502,C5 
03 SMD0805 3 $0,136 $0,032 $0.41 $0.10

CAPACITOR-
0.47UF C403 SMD0805 1 $0,274 $0,065 $0.27 $0.06

CAPACITOR-
10NF

C501.C 
504,C5 
05 SMD0805 3 $0,146 $0,037 $0.44 $0.11

CAPACITOR-
10PF

C31.C5
06,C50
7 SMD0805 3 $0,090 $0,023 $0.27 $0.07

CAPACITOR-
10UF

C402,C
404 SMD0805 2 $0,838 $0,210 $1.68 $0.42

CAPACITOR-
12PF C10 SMD0805 1 $0,171 $0,043 $0.17 $0.04
CAPACITOR-
18PF C171 SMD0805 1 $0,090 $0,023 $0.09 $0.02
CAPACITOR-
1NF

C12,C2
81 SMD0805 $0,110 $0,028 $0.22 $0.06

CAPACITOR- 
1UF TANT C405

TANT SIZ 
E Z 1 $0,900 $0,225 $0.90 $0.23

CAPACITOR-
22PF C181 SMD0805 1 $0,090 $0,023 $0.09 $0.02
CAPACITOR-
27NF C6

SMDCAP1
206 1 $0,092 $0,023 $0.09 $0.02

CAPACITOR-
3.3UF C1

TANT SIZ 
E A 1 $0,210 $0,053 $0.21 $0.05

CAPACITOR-
330PF C13 SMD0805 1 $0,016 $0,004 $0.02 $0.00
CAPACITOR-
4.7PF C42 SMD0805 1 $0,231 $0,058 $0.23 $0.06
CAPACITOR-
6.8PF C72

SMDCAP1
206 1 $0,092 $0,023 $0.09 $0.02

CAPACITOR-
8.2PF

C14,C7
1

SMDCAP1
206 2 $0,092 $0,023 $0.18 $0.05

CC1000- 
CC1000, RF U1 TSSOP28 1 $9,000 $5,000 $9.00 $5.00
CRYSTALS- 
4.00 MHz X2

CRYSTAL
SMD 1 $0,950 $0,500 $0.95 $0.50
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INDUCTOR-
120NH L32 SMD1008 1 $0,231 $0,058 $0.23 $0.06
INDUCTOR-
2.5NH L41 SMD0603 1 $0,165 $0,041 $0.17 $0.04
INDUCTOR-
4.7NH L101 SMD0603 1 $0,210 $0,053 $0.21 $0.05
INDUCTOR-
5.6NH L71 SMD0603 1 $0,165 $0,041 $0.17 $0.04
INDUCTOR-
FERRITECHIP L210 SMD0603 1 $0,136 $0,034 $0.14 $0.03
JUMPER2 U12 JUMPER2 1 $0,924 $0,578 $0.92 $0.58
GREEN LED D1 SMD0805 1 $1,000 $0,250 $1.00 $0.25

MAX1595 U13
UMAX US 
OP8 1 $2,440 $1.430 $2.44 $1.43MIN BATT CO 

NN U4
MIN BATT 
CONN 1 $0,300 $0,100 $0.30 $0.10

MSP430F1232I
PW U2 PW28 1 $5,000 $3,125 $5.00 $3.13QZS10MEG- 
14.7456 MHz X1

CRYSTAL
SMD 1 $0,975 $0,400 $0.98 $0.40

RESISTOR-
124K

R401.R
503 SMD0805 2 $0,400 $0,100 $0.80 $0.20RESISTOR-

27K R281 SMD0805 1 $0,151 $0,038 $0.15 $0.04RESISTOR-
330 R506 SMD0805 1 $0,270 $0,068 $0.27 $0.07
RESISTOR-
33K

R500,R
501 SMD0805 2 $0,270 $0,068 $0.54 $0.14

RESISTOR-
4.7K

R504.R
505 SMD0805 2 $0,100 $0,025 $0.20 $0.05RESISTOR-

47K R402 SMD0805 1 $0,078 $0,020 $0.08 $0.02RESISTOR-
82K R131 SMD0805 1 $0,151 $0,038 $0.15 $0.04SPLATCH AN 
TENNA U11

SPLATCH
ANT 1 $1,750 $1,250 $1.75 $1.25

SWITCH U9 CAP196 A 1 $0,282 $0,100 $0.28 $0.10TEST PIN- 
ANT T2 JUMPER1 1 $0,460 $0,288 $0.46 $0.29TEST PIN- 
CHP OUT T1 JUMPER1 1 $0,460 $0,288 $0.46 $0.29TEST PIN- 
GND T3 JUMPER1 1 $0,460 $0,288 $0.46 $0.29

...
TOTAL components cost $58.57 $29.45
Manufacturing cost for each board $34.00 $9.00
Assembly cost for each board $45.00 $10.00

TOTAL prototype Board Cost $137.57 $48.45
Note: The costs in bold italics are estimates


